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(54) Router and a packet forwarding direction determinating method 



(57) A router allowing the entry hit probability of the 
cache to be increased is disclosed. The cache is 
searched using a different mask for each cache entry. 
A maximum or optimum cache prefix length is deter- 
mined as a length of upper bits of the destination ad- 



dress of the received packet which are not masked by 
a corresponding mask. Alternatively, the cache is 
searched using longest prefix match (LPM). A cache en- 
try allowing a plurality of destination addresses to be hit 
can be registered in the cache, resulting in increased 
cache hit probability. 
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Description 

[0001] The present invention relates to a routing technique for use In a router with a cache, and more particularly to 
a router with a cache which is capable of raising a cache hit probability and reducing the capacity of the cache. 

s [0002] A router for connecting plural terminals to plural networks needs to perform transfer or forwarding of a block 
(packet) of communication information in order to achieve communications over different networks. In each router, a 
packet inputted from a connected network is received by an interface and a forwarding table possessed by the router 
is searched according to a final destination address contained in the received packet to determine a number of a 
transmission interface from which the packet should be sent to a next-hop router or the destination. In such a way, the 

to packet forwarding is performed. . 

[0003] A conventional routing method for rapidly determining a transmission interface by using a cache table provided 
In the router (hereinafter referred to as "router with a cache") will be described. 

[0004] A router having a conventional cache, as disclosed in Japanese Patent Application Lald-Open No. 6-261 078, 
has a forwarding table, a forwarding table retrieval system for retrieving the forwarding table, and a cache table for 

is exact matching retrieval. First, a structure and a retrieval method of each table will be described. 

[0005] As shown in Fig. 1, the forwarding table has a pair of a destination field and a transmission interface number 
field. The destination field specifies a string of consecutive bits in the direction from the uppermost bit thereof toward 
a lower-order bit, which indicates a network address. The length of the bit string is called a prefix length and the bit 
string is called a prefix. To represent such a prefix, the destination field consists of two pieces of information: Prefix bit 

20 string and Prefix length. 

[0006] The prefix bit string is a bit string having the same bit length as address and stores a bit string which is required 
to be specified continuously from the uppermost bit. Although bits not specified may store any bit, it is assumed here- 
inafter that bit "0" Is stored. 

[0007] The prefix length is the number of bits required to be specified as the prefix from the uppermost bit of the 
25 prefix bit string. 

[0008] For example, in the case where the network address is 32-bit address, when a prefix of 10000000 01000000 
(separated every 8 bits by a space) is required to be specified from the uppermost bit, the prefix bit string is 10000000 
01 000000 00000000 00000000 (separated every 8 bits by a space) and the prefix length is 16. In a following description, 
a 32-bit string is frequently separated every 8 bits into four blocks such that each block is expressed by a decimal 
30 number and the four blocks are indicated by separating with dots (dotted decimal notation). Further, in the case of 
32-bit network address, sometimes the destination field (prefix) is expressed by decimal notation with dots Indicating 
a prefix bit string followed by the prefix length separated with 7°. For example, the prefix of the above 32 bits is expressed 
as 129.64.0.0/16. 

[0009] Further, the prefix length may be expressed in mask bit string. According to this method, the mask bit string 
35 is a bit string consisting of consecutive bits of 1 for the prefix length in the direction from the uppermost bit toward a 
lower-order bit of the network address and the remaining part consisting of consecutive bits of 0. In the above example, 
the mask bit string is 11111111 11111111 00000000 00000000 ( separated every 8 bits by a space). A transmission 
interface number to which a packet should be transferred is written in the transmission interface number field of the 
forwarding table. As to a retrieval method of the forwarding table, a method called longest prefix match retrieval (here- 
40 inafter referred to as LPM) is employed. In this retrieval, for all entries, the destination address of a packet is compared 
with a prefix registered in the destination field of the forwarding table. In this comparison, it is determined whether the 
following bit strings (1) and (2) match with each other. 

[0010] The bit string (1) is a bit string of consecutive bits corresponding to the prefix length of an entry, extracted 
from the destination address of a packet in the direction from the uppermost bit toward a lower-order bit. 
4S [0011] The bit string (2) is a bit string of consecutive bits corresponding to the prefix length of an entry, extracted 
from the prefix bit length of the entry in the direction from the uppermost bit toward a lower-order bit. 
[0012] Although there is a possibility that plural entries in which the bit strings (1) and (2) match with each other may 
exist in the forwarding table, an entry having the longest prefix length of them is an entry which is a result of the LPM 
retrieval. 

so [0013] The cache table has a destination address field and a transmission interface number field. Network addresses 
are written in the destination address field. In the transmission interface number field, transmission Interface numbers 
are written and a packet whose destination address is the network address written in a corresponding destination 
address field is forwarded to that interface number. Upon retrieval, a destination address is given as a retrieval key 
and the cache is searched for an entry whose destination address field completely matches with the retrieval key. 

55 [0014] In a router having a conventional cache, a process for determining a transmission interface number is carried 
out in the following manner. When a packet arrives at the router, the destination address of the packet is picked out. 
Then, with the destination address as a retrieval key, exact matching retrieval is carried out about the cache table. 
When a match is found, the interface number to which that packet should be transferred is obtained from the trans- 
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mission interface number field of that entry. When no match is found, the forwarding table retrieval system carries out 
the LPM retrieval described above based on the destination field of the packet so as to obtain the transmission interface 
number. 

[0015] When the forwarding table is retrieved, the destination address of the packet and the transmission interface 

5 number obtained from the table retrieval are stored in the cache in pair. In the aforementioned router having the con- 
ventional cache, a previously retrieved destination address of a packet and a result of the LPM retrieval are stored in 
a cache which can provide retrieval at higher speeds than the forwarding table retrieval. In the case where a packet 
having the same destination address arrives, a transmission interface number can be obtained by only cache retrieval. 
As a result, by omitting the forwarding table retrieval which takes longer than the cache retrieval, the interface-number 

10 determining processing, that is, path determining processing, is accelerated. 

[0016] In the conventional cache as described above, however, the destination address of a packet is stored in the 
cache and the exact matching retrieval is carried out Thus, the destination address which matches with the cache 
entry is only one. Therefore, the cache hit probability is low. When no hit is found in the cache, the forwarding table 
needs to be retrieved. Thus, it takes long until the transmission interface is determined and there is a problem that the 

is packet transmission performance of the router Is reduced. Further, when transmission is carried out to N destination 
addresses through a router, N cache entries are needed in order that a hit for each of these packets can be found in 
the cache. In other words, the number of cache entries must be identical to that of destination addresses. Thus, when 
the number of transmission terminals is large, it is necessary to mount a large capacity cache proportional thereto, 
and consequently, a circuit area of the router increases, thereby leading to an increase of production cost. 

20 [0017] Accordingly, an object of the present invention is to provide a router having a cache therein, in which the entry 
hit probability of the cache is increased and a probability of carrying out forwarding table retrieval, which takes longer 
than the cache retrieval, is lowered, thereby decreasing packet processing time of the router to improve the packet 
processing performance of the router. 

[0018] Another object of the present invention is to provide a router with a cache which allows a circuit area of the 
25 router to be reduced by decreasing the capacity of the cache without decreasing the entry hit probability of the cache. 
[0019] According to an aspect of the present invention, a router for determining a forwarding direction of a received 
packet by referring to a cache table and a forwarding table depending on a destination address of the received packet, 
comprises: 

30 a forwarding table retriever for retrievably storing a plurality of entries; 

a cache table retriever for retrievably storing a plurality of cache entries, the cache table retriever capable of retrieval 
using a different mask for each cache entry; 

a cache address determiner for determining a cache address at which a cache entry is registered; and 
a cache prefix length determiner for determining a cache prefix length as a length of upper bits of the destination 
35 address of the received packet which are not masked by a corresponding mask. 

[0020] The cache prefix length determiner determines a maximum cache prefix length based on cache entries. Al- 
ternatively, the cache prefix length determiner determines an optimum cache prefix length based on cache entries. 
[0021] According to another aspect of the present invention, a router for determining a forwarding direction of a 
40 received packet by referring to a cache table and a forwarding table depending on a destination address of the received 
packet, comprises: 

a forwarding table retriever for retrievably storing a plurality of entries; 

a cache table retriever for retrievably storing a plurality of cache entries, the cache table retriever capable of longest 
45 prefix match (LPM) retrieval; 

a cache address determiner for determining a cache address at which a cache entry is registered; and 

a table manager for managing the forwarding table in form of tree topology to determine which entry is to be 

registered into th e cache table and to be deleted from the cache table based on a result of retrieval on the forwarding 

table. 

so 

[0022] According to still another aspect of the present invention, a router for determining a forwarding direction of a 
received packet by referring to a cache table and a forwarding table depending on a destination address of the received 
packet, comprises: 

55 a forwarding table retriever for retrievably storing a plurality of entries; 

a cache table retriever for retrievably storing a plurality of cache entries, the cache table retriever capable of longest 
prefix match (LPM) retrieval; 

a cache address determiner for determining a cache address at which a cache entry is registered; and 
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a cache prefix length determiner for determining a cache prefix length used when registering the destination ad- 
dress of the received packet into the cache table. 

[0023] As describe above, according to the present invention, (1 ) a cache capable of carrying out matching retrieval 
5 with a different mask for each entry or (2) a cache capable of carrying out longest prefix match (LPM) is used as a 
cache table capable of retrieving more rapidly than the forwarding table in a router Therefore, a cache entry which 
hits plural destination addresses with only a single cache entry can be registered in the cache. 
[0024] The forwarding table is searched using the destination address of a received packet as a key and a result of 
the retrieval is registered in the cache. To obtain a proper forwarding direction when the cache is searched, in the case 
io of (1), a cache entry with a mask is registered using a means for obtaining the longest cache prefix length as a length 
of a not-masked portion of the cache entry or a means for obtaining an optimum cache prefix length. In the case of 
(2), the cache entry is registered using a means for determining an entry of the forwarding table to be registered into 
the cache table based on an entry hit by the retrieval on the forwarding table. 

[0025] Upon registration, at which address of the cache table an entry should be registered Is determined using a 
is means for determining the cache address for registering a c&che entry into the cache. Since a cache entry which hits 
plural destination addresses with a single cache entry can be registered as described above, according to the present 
invention, the cache hit probability can be raised. 

[0026] In the case where transmission is carried out to plural different destination addresses through a router, in the 
conventional router, the same number of the cache. entries as that of the different destination addresses is needed to 

20 make these destination addresses found in the cache. However, according to the present invention, the cache entry 
capable of hitting plural destination addresses can be registered with a single cache entry. Therefore, the cache can 
be hit by these destination packets with a smaller entry number than conventionally. Thus, the cache capacity can be 
reduced without lowering the cache hit probability, so that the circuit area of the router can be reduced. 
[0027] As a means for determining a cache address for registering a cache entry in the cache, the entire address 

25 region is divided into a resident region and an updating region. When a means for determining the cache address from 
the updating region is used, the router manager can store an entry often used in the forwarding table onto the resident 
region. Further, those entries are never deleted when the other cache entry is registered. Therefore, the cache hit 
probability can be further raised. 

so Fig. 1 is a configuration diagram of a conventional art; 

Fig. 2 is a configuration diagram of a route determining device for use in a router with a cache according to a first 
embodiment of the present invention; 

Fig. 3 is a detailed configuration diagram of a forwarding table retrieval system 100 in the first embodiment; 

Fig. 4 is a detailed configuration diagram of a mask-cache table retrieval system 130 in the first embodiment; 
35 - Fig. 5 Is a detailed configuration diagram of a cache registration system 140 in the first embodiment; 

Fig. 6 is a detailed configuration diagram of a control system 120 in the first embodiment; 

Fig. 7 is a flow chart showing a registration prefix length determining processing in a registration prefix length 

determining system 102 in the first embodiment; 

Fig. 8 is a flow chart for explaining an operation of the first embodiment; 
40 Fig. 9 is a configuration diagram of a route determining device for use In a router with a cache according to a 

second embodiment of the present invention; 

Fig. 10 is a detailed configuration diagram of a forwarding table retrieval system 200 in the second embodiment; 
Fig. 11 is a detailed configuration diagram of a LPM cache table retrieval system 230 in the second embodiment; 
Fig. 12 is a detailed configuration diagram of a LPM cache registration system 240 in the second embodiment; 
45 Fig. 13 is a diagram showing a tree node managed by the LPM cache registration system 240 in the second 

embodiment; 

Fig. 14 is a diagram showing unused entry list and in-use tree list managed by the LPM cache registration system 
240 in the second embodiment; 

Fig. 15 Is a detailed configuration diagram of a control system 220 in the second embodiment; 
so Fig. 16 is a flow chart for explaining an operation of the second embodiment; 

Fig. 17 is a diagram showing changes of the tree node, unused entry list and in-use tree list managed by the LPM 
cache registration system 240 in the second embodiment; 

Fig. 18 is a diagram showing changes of the tree node, unused entry list and in-use tree list managed by the LPM 
cache registration system 240 in the second embodiment; 
55 Fig. 19 is a diagram showing changes of the tree node, unused entry list and in-use tree list managed by the LPM 

cache registration system 240 in the second embodiment; 

Fig. 20 is a diagram showing changes of the tree node, unused entry list and In-use tree list managed by the LPM 
cache registration system 240 in the second embodiment; 
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Fig. 21 Is a diagram showing changes of the tree node, unused entry list and In-use tree fist managed by the LPM 
cache registration system 240 In the second embodiment; 

Fig. 22 is a configuration diagram of a route determining device for use in a router with a cache according to a 
third embodiment of the present invention; 
5 Fig. 23 Is a detailed configuration diagram of a forwarding table retrieval system 300 in the third embodiment- 

Fig. 24 is a configuration diagram of a route determining device for use in a router with a cache according to a 
fourth embodiment of the present invention; 

Fig. 25 is a detailed configuration diagram of a forwarding table retrieval system 430 in the fourth embodiment; 

Fig, 26 is a configuration diagram of a route determining device for use in a router with a cache according to a fifth 
10 embodiment of the present invention; 

Fig. 27 is a diagram showing an example of the contents associated memory with mask function; 

Fig. 28 is a diagram showing an example of the forwarding table; 

Fig. 29 is a diagram showing an example of contents of a forwarding table; 

Fig. 30 is a diagram showing an example of contents of a cache table with mask; 
is Fig. 31 is a diagram showing an example of contents of«a cache table with mask; 

Fig. 32 is a diagram showing an example of contents of a cache table with mask; 

Fig. 33 is a diagram showing an example of contents of a cache table with mask; 

Fig. 34 is a diagram showing an example of contents of the forwarding table; 

Fig. 35 is a diagram showing an example of contents of a memory with LPM function; 
20 Fig. 36 is a diagram showing an example of contents of the forwarding table; 

Fig. 37 is a diagram showing an example of contents of the forwarding table; 

Fig. 38 is a diagram showing an example of contents of the LMP cache table; 

Fig. 39 is a diagram showing an example of contents of the LMP cache table; 

Fig. 40 is a diagram showing an example of contents of the LMP cache table; 
2$ Fig. 41 is a diagram showing an example of contents of the LMP cache table; 

Fig. 42 is a diagram showing an example of contents of the forwarding table; 

Fig. 43 Is a diagram showing an example of contents of the forwarding table; and 

Fig. 44 is a block diagram showing an example of hardware structure for implementing the first to fifth embodiments. 

30 [0028] First of all, two terms which are used in the present invention are defined: Maximum cache prefix length and 
Optimum cache prefix length. 

Maximum cache prefix length 



55 [0029] The destination field of the forwarding table specifies a set of the network addresses. For example, the des* 
tination field of 10.5.6.0/24 in the forwarding table indicates a set of 256 network addresses such as 10.5.6.0, 10.5,6.1, 
.... 1 05.6.255. This set is called address set of the entry. When the address set of an entry A is included by the address 
set of an entry B (including coincidence), it is called that the entry A is included by the entry B. A is included by B when 
the following two inclusion conditions are satisfied: 

40 

1) Inclusion condition 1: the prefix length of A is equal to or longer than the prefix length of B; and 

2) Inclusion condition 2: the prefix bit string of A matches with the prefix bit string of B in a portion as long as the 
prefix length of B from the uppermost bit. 

4$ [0030] Since the destination field specifies a bit string of consecutive bits from the uppermost bit toward a lower- 
order bit in a network address, sets specified by any two prefixes have such a relation that any one includes the other 
or they have no common portion. 

[0031] When attention is paid to an entry in the forwarding table, a prefix length of an entry having the longest prefix 
length among the other entries included by that entry is called maximum cache prefix length. When there is no entry 
so included, the prefix length of that entry is called maximum cache prefix length. For example, when the destination 
address of the forwarding table is 10.0.0/8, 10.2.0.0/16, 10.2.3.0/24, 20.0.0.0/8, the maximum cache prefix length of 
a head 10.0.0.0/8 is 24 and the maximum cache prefix length of fourth 20,0.0.0/8 is 8. 

Optimum cache prefix length 

55 

[0032] A portion restricted by the prefix length in the direction from the uppermost bit toward lower-order bits in a 
prefix bit string of each entry in the forwarding table is called prefix. Further, with a bit string of a network address and 
a prefix as pair, these two bit strings are sequentially compared in the direction from the uppermost bit toward lower- 
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order bits. When there Is amatch, the number of matches is called an upper bit match count. 

[0033] When a network address (here, A) is given, the forwarding table Is searched by an LPM retrieval section and 
the optimum cache prefix length is determined by the following processing. 

[0034] The upper bit match count between the network address A and the prefix indicated by a destination field for 
5 each entry In the forwarding table is obtained and then the maximum upper bit match count among them is obtained. 
Further, it is also determined whether there are plural entries having the maximum upper bit match count And the 
optimum cache prefix length is determined as follows: 

Case 1) In the case where the maximum upper bit match count is larger than the prefix length of an entry hit by 
10 the LPM retrieval, the maximum upper bit match count plus 1 is defined as the optimum cache prefix length; and 

Case 2) in the case where the maximum upper bit match count is the same as the prefix length of an entry hit by 
the LPM retrieval (a case in which the maximum upper bit match count is shorter than the prefix length never 
occurs, because in an entry hit by the LPM retrieval, the upper bit match count is the prefix length of that entry), 
if there are plural entries having the maximum upper bit match count, then the maximum upper bit match count 
is plus 1 is defined as the optimum cache prefix length and, if there are not plural entries, then the maximum upper 

bit match count is defined as the optimum cache prefix length. 

[0035] Taking as an example a case where an 8-bit network address and the destination of an entry in the forwarding 
table is as follows: 

20 

Entry 1: prefix bit string 11100000 prefix length 3; 
Entry 2: prefix bit string 10110000 prefix length 4; 
Entry 3: prefix bit string 1 0111000 prefix length 5; 
Entry 4: prefix bit string 10111100 prefix length 6; 
25 Entry 5: prefix bit string 11111100 prefix length 6; and 

Entry 6: prefix bit string 1 0010000 prefix length 4. 

In this case, when a network address 10110001 is given, an entry hit by the LPM retrieval is the Entry 2. 
[0036] The upper bit match count of each entry Is as follows: 

30 

Entry 1: 1; 
Entry 2: 4; 
Entry 3: 4; 
Entry 4: 4; 
35 Entry 5: 1 ; and 

Entry 6: 2. 

[0037] Therefore, the entries 2, 3, 4 provide the maximum upper bit match count. In this case, the maximum upper 
bit match count is 4, which coincides with the prefix length of the hit Entry 2. Therefore, this corresponds to the above- 
40 mentioned case 2). Because there are plural entries whose maximum upper bit match counts are the same, 4+1=5 
is the optimum cache prefix length. 

[0038] When a network address 11111111 is given in the same forwarding table, the Entry 1 is hit as a result of the 
LPM retrieval. The upper bit match count is. as follows; 

45 Entry 1:3; 

Entry 2: 1; 

Entry 3:1; 

Entry 4: 1; 

Entry 5: 6; and 
so Entry 6:1. 

[0039] The maximum upper bit match count is 6. Because this is larger than the prefix length of the hit Entry 1 . this 
corresponds to the case 1). The optimum cache prefix length is 6 + 1 = 7. 

[0040] When a network address 10011111 in the same forwarding table, the Entry 6 is hit as a result of the LPM 
5$ retrieval. The upper bit match count is as follows; 

Entry 1:1; 
Entry 2: 2; 
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[0041] The maximum upper bit match count is 4. This is the same as the prefix length of the hit Entry 6 and corre- 
sponds to the case 2). Because there is only an entry having the maximum upper bit match count, the optimum cache 
prefix length is 4 which is the maximum upper bit match count 

[0042] Next, the preferred embodiments of the present invention will be described In detail with reference to the 
10 accompanying drawings. 



FIRST EMBODIMENT 



[0043] Fig. 2 is an entire structure diagram of a route determining system according to a first embodiment of the 
is present invention. The route determining system includes a forwarding table retrieval system 100, a control system 
120, a mask-cache table retrieval system 130, and a cache registration system 140. The details of each component 
system as shown in Fig. 2 will be described. 



Forwarding table retrieval system 100 

20 

[0044] The forwarding table retrieval system 100 includes a table retrieval system 101, a registration prefix length 
determining system 102, and a forwarding table 103. The table retrieval system 101 performs retrieval using the for- 
warding table 103 for routing. The forwarding table 103 has a destination field, a transmission interface number field, 
a registration prefix length field, and a resident flag field. The registration prefix length field Is used for registering an 

2S entry In a mask-cache table and the resident flag field is used to indicate an entry resident in the cache. 

[0045] As for a value of the registration prefix length field, when the forwarding table 1 03 is stored, a maximum cache 
prefix length is calculated by the registration prefix length determining system 102 and stored onto the registration 
prefix length field. When a control signal line L106 is made active, a destination field of the forwarding table 103 is 
retrieved based on the packet destination address inputted from the destination address line L101. A transmission 

30 interface number and a registration prefix length obtained as a result of the retrieval are outputted to the control system 
120 through a transmission interface number line L102and registration prefix length line L119, respectively. In the case 
of the resident flag reset to 0, the registration line L1 1 9 is made active, and in the case of the resident flag set to 1 , the 
registration line L11 9 is not made active. 



35 Control system 1 20 

[0046] With a destination address (indicated by L1 17) of the packet received by the router as input, the control system 
120 controls the forwarding table retrieval system 100, the cache registration system 140 and the mask-cache table 
retrieval system 130 so as to determine a transmission interface number for forwarding a packet and output the trans- 
40 mission interface number as indicated by L1 18. 



Mask-cache table retrieval system 130 

[0047] The mask-cache table retrieval system 130 has a cache table with mask (hereinafter, called mask-cache 
45 table) and a function of retrieving. The mask-cache table has a destination field and a transmission interface number 
field. A pair of prefix bit string and mask bit string for indicating a network address is stored in the destination field. The 
mask-cache table retrieval system 130 has a function of searching the mask-cache table. This is comprised of, for 
example, a content associative memory with mask function as described in Japanese Patent Application Laid-open 
No. 1-220923 and a RAM (random access memory). Upon retrieval, when the control signal line L107 is made active, 
so a bit string indicating the destination address of a packet is fetched from the control system 120 through a destination 
address line L104 and masked matching retrieval is carried out for each entry. In a bit portion (to be compared) corre- 
sponding to the mask bit string in which 1 stands In the prefix bit string in the destination field, the prefix bit string is 
compared with a bit string indicating the destination address. When there is a match, the cache hit line L110 is set to 
a hit-indicating value and the transmission interface number of a matched entry is outputted to the control system 1 20 
ss through a transmission Interface number line LI 05. 
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Cache registration system 140 * 

[0048] The cache registration system 140 performs the registration of an entry Into the mask-cache table. Based on 
a registration prefix length inputted from the forwarding table retrieval system 100 through a registration prefix length 
5 line L1 03, prefix bit string, mask bit string, cache registration address, which are information necessary for registering 
cache entry in the mask-cache table retrieval system 1 30. are outputted to the mask-cache table retrieval system 1 30 
through the lines L1 14, L115, L112, respectively. Further, the cache registration system 140 manages irvuse addresses 
and unused addresses in the cache table. 

10 Details of component systems 

[0049] Fig. 3 shows a detailed structure of the torwarding table retrieval system 100. The forwarding table retrieval 
system comprises the forwarding table memory 103 for storing a forwarding table of the router, the table retrieval 
system 101 for retrieving the forwarding table, and the registration prefix length determining system 102. 
is [0050] The forwarding table memory 103 accommodates the forwarding table. This forwarding table has the desti- 
nation field and transmission interface number field similar to the conventional forwarding table, and further has the 
registration prefix length field and the resident flag field. The destination field includes a prefix bit string indicating a 
prefix and a prefix length field indicating a prefix length of the prefix bit string. 

[0051] When the control signal line L106 is made active, the table retrieval system 101 performs the LPM retrieval 
so in the destination field of the forwarding table stored in the forwarding table memory 103 based on the destination 
address of a packet inputted from the destination address line L101. When a hit is found, the retrieval hit line L109 is 
set to a hit indicating value which indicates that an entry is found. The transmission interface number of the found entry 
is outputted to the transmission interface number line L102 and the registration prefix length is outputted to the regis- 
tration prefix length line L103. When no hit is found by the LPM retrieval, the retrieval hit line L109 is set to a no-hit 
2S indicating value indicating that no hit is found. When the resident flag of the entry obtained as a result of retrieval is 0, 
the registration line L119 is made active. Otherwise, it is not made active. In the table retrieval system 101, the system 
for LPM retrieving the destination field based on the destination address of the packet can be achieved using the same 
LPM retrieval system as the conventional router. 

[0052] Based on the destination field stored in the forwarding table memory 103, the registration prefix length deter- 
30 mining system 102 obtains a value of registration prefix length field and stores it. That operation will be described here. 
First, it is assumed that the destinations and transmission interface numbers of all entries on the forwarding table of 
the router are stored in the destination field and transmission interface number field, respectively, of the forwarding 
table memory 1 03. The registration prefix length determining system 1 02 uses the forwarding table to obtain a maximum 
cache prefix length (defined before) for each of the entries in succession from the head of the table and stores it in the 
35 registration prefix length field as a value of the registration prefix length. Determination of the value of the registration 
prefix length (that is, value of maximum cache prefix length) is carried out in the following manner. The registration 
prefix length decision process will be described with reference to a flowchart of Fig. 6. 

[0053] A prefix bit string and prefix length of the destination field of an entry whose registration prefix length is re- 
quested to be obtained (hereinafter, such an entry is referred to as E) are picked up and a value of the registration 
40 prefix length (hereinafter referred to as PL) is set to the prefix length of the entry as its initial value. Next, the following 
decision steps Z1 to Z3 and the updating step Z4 are carried out for respective entries except for E in the forwarding 
table successively from the head of the table. In the following description, an entry in process is called CE, 
[0054] In Fig. 6, 

45 Z1: Is the value of the prefix length of E smaller than the value of the prefix length of CE (except that they match 

with each other) ?; 

Z2; Does the prefix bit string of CE match with the prefix bit string of E in the prefix length of E starting from the 
uppermost bit ? (when the prefix bit length is 0, they always match with each other); 
Z3: Is the prefix length of PL larger than that of CE (except when they are equal) ?; and 
so Z4: when all the decision steps Z1 to Z3 are affirmative (Y), the prefix length of PL is updated to the prefix length 

of CE. Otherwise, nothing is done. 

[0055] When this processing reaches last of the table, a value of the PL is a value of the registration prefix length of 
E. The longest cache prefix length is obtained by this processing. This system is achieved easily with a counter, a 
ss comparator, a bit string matching discriminator and a register. The processing for determining a registration prefix 
length of each entry is called "registration prefix length decision processing - . Fig. 6 shows this processing by a flow 
chart. 

[0056] Fig! 4 is a detailed diagram of the mask-cache table retrieval system 130. The mask-cache table retrieval 
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system comprises a content associative memory with masking function (hereinafter, called mask-content associative 
memory 131) and a RAM (random access memory) 132. In the mask-content associative memory 131, an entry Is 
registered therein with prefix bit string and mask bit string in pair for each address. When a retrieval key Is provided, 
a prefix bit string masked by the mask bit string is compared with a bit string of the retrieval key masked by the mask 

5 bit string and the address of a matching entry is outputted. 

[0057] For example, consider that three entries as shown in Fig .27 are registered in a 5bit-wide mask-content as- 
sociative memory and 11011 is given as a retrieval key. For Address 1, a bit string obtained by masking the data bit 
string with the mask bit string is 10100 while a bit string obtained by masking the retrieval key with the mask bit is 
11000. When they are compared, they do not match with each other. Likewise, for Address 2. 11010 Is compared with 

10 11011 and therefore they do not match with each other. For Address 3, 1 1 000 is compared with 1 1 000 and they match 
with each other. Thus, as a result of retrieval, the address 3 of the matching entry is outputted. When there are plural 
matching entries, the address of any one of them Is outputted. 

[0058] The mask-cache table has the destination field and the transmission Interface number field. The destination 
field includes a pair of a prefix bit string indicating a network address and a mask bit string. Each entry of the mask- 

15 cache table stores its prefix bit string as a data bit string of the mask-content associative memory 1 31 and a mask bit 
string as a data bit string of the mask-content associative memory 1 31 . A transmission interface number is stored onto 
the RAM 132 at the same address as the address used for storing the destination field (prefix bit string and mask bit 
string) in the associative memory 131. In Fig. 4, the network address is expressed in 32-bit width and the prefix bit 
string and mask bit string are expressed in decimal number with dots. For example, a prefix bit string of 2.1.0.0 ex- 

20 presses a bit string of 00000010 00000001 00000000 00000000 (a space is given every 8 bits). A mask bit string of 
255.255.0.0 expresses a bit string of 11111111 11111111 00000000 00000000 (a space is given every 8 bits). 
[0059] When the control signal line L113 is made active, the entry is registered in the mask-cache table. This pro- 
cedure is carried out in the following steps. In the mask-content associative memory 131, a prefix bit string inputted 
from the prefix bit string line L114 and a mask bit string inputted from the prefix bit string line L115 are stored at an 

25 address indicated by the cache registration address line L112. At the same time, a transmission interface number 
inputted from the transmission interface number line L102 is stored in the RAM 132 at an address (the same address 
as when stored in the mask-content associative memory 131) indicated by the cache registration address line L112. 
[0060] When the control signal line L107 is made active, retrieval is carried out. A destination address is inputted as 
a retrieval key into the mask-content associative memory 131 through the destination address line L104. The mask- 
so content associative memory 1 31 compares a prefix bit string of the destination field with the bit string of the destination 
address for each entry as long as the corresponding mask bit is 1 . When a hit is found (there is a matching entry), the 
address of the mask-content associative memory 1 31 registering the hit entry Is outputted to the hit address line L111 . 
At the same time, the cache hit line L110 is set to a set value. Then, in the RAM 132, a transmission interface number 
written at the address indicated by the hit address line L111 is read out and that value is outputted to the transmission 

35 interface number line L105. When no hit is found, the cache hit line L110 is set to a non-hit value. 

[0061 ] Fig. 5 is a detailed diagram of the cache registration system 1 40. A bit mask generator 1 43 generates a mask 
bit string having the same width as a bit width of the network address based on a value inputted from the registration 
prefix length line L103. More specifically, a bit string Is generated in which 1 continuously stands from the uppermost 
bit to lower-order bits by a length of the value of the registration prefix length line L103 and remaining bits are 0. For 

40 example, in the case where the bit width of the network address is 32, when the registration prefix length value of L103 
is 6, only 6 bits from the uppermost bit are set to 1 and the remaining bits are set to 0. That is, a bit string of 11111100 
00000000 00000000 00000000 (a space is given every 8 bits) is generated and outputted to the mask bit string line L1 1 5. 
[0062] An AND circuit 142 generates a bit string by logical operation AND of a bit string inputted from the destination 
address line L101 (having the same bit width as a bit width of the network address) and a bit string generated in the 

45 bit mask generator 1 43 for every bit. For example, in the case where the n etwork address is 32 bits wide, when 11 001 1 1 1 
11111100 11111111 00000000 (a space is given every 8 bits) is inputted from the destination address line L101 and 
1 1 1 1 1 1 00 00000000 00000000 00000000 (a space is given every 8 bits) is inputted from the mask bit string line L11 5, 
a bit string of 11001100 00000000 00000000 00000000 (a space is given every 8 bits) is generated and outputted to 
the prefix bit string line L114. 

so [0063] When the control signal line L108 is. made active, a cache registration address management system 141 
makes active the control signal line L113 and outputs a cache-storing address in the mask-cache table to the cache 
registration address line L112. This address is determined as follows. First, the cache address area is divided into a 
resident entry area and a update entry are. The resident entry are always stores and never deletes an resident entry 
In the update entry are, a cache is updated using an algorithm like LRU. The cache registration address management 

55 system 141 may memorize an unused address in which no entry is registered among cache addresses other than the 
resident entry are in the cache, for example, in list form. That unused address is used as a registration address of the 
cache. When there is no unused address, the cache registration address management system may memorize an in- 
use address already registered into the cache in list form. The cache registration address management system 141 
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can be informed when and which address Is found depending on a value of the hit address line L111 when the cache 
hit line L11 0 is set to the hit value. Thus, it may find out the address of an entry recently not hit in an appropriate manner 
and determine an address in which a cache should be registered. Of course, it is possible to eliminate the are for the 
resident entry and. manage all address area as an update entry area. 

5 [0064] Fig. 6 is a detailed diagram of the control system 120. When a packet arrives, the destination address of the 
received packet is inputted through the line L117 and then the following operation starts. A destination address register 
1 21 stores the destination address of a packet inputted to the control system 1 20 and outputs its value to the destination 
address line L1 01 and the destination address line L1 04. A controiler 1 23 includes a sequencer and operates as follows. 
[0065] When receiving the destination address of an input packet, the control system 1 20 starts operation and first, 

10 makes the control signal line L107 active. Next, when the cache hit line L110 is set to the hit value, a value of the 
transmission interface number line L105 is fetched from the mast-cache table retrieval system 130 and is stored into 
a transmission interface number register 122. The transmission interface number is outputted to the line L118. When 
the cache hit line L1 10 Is set to the non-hit value, the control signal line LI 06 is made active. Then, unless the retrieval 
hit line L109 is set to the hit value, error processing is carried out. When the retrieval hit line L10g is set to the hit value, 

*5 a value of the transmission interface number line L102 is fetched and stored into the transmission interface number 
register 122 and then the transmission interface number is outputted to the line L118. When the line L109 is set to the 
hit value and the registration line L119 Is made active, the control signal line L108 is made active. Then, all the Control 
signal lines L107, L106, L108 are made inactive and stopped. A value outputted to the line L118 is a result Of path 
determining processing according to this embodiment. 

20 [0066] Next, an operation of the first embodiment will be described with reference to a flow chart of Fig. 8. 

[0067] Referring to Fig. 8, first, the destination field and the transmission interface number field are written onto the 
forwarding table memory 103 as in the case of the forwarding table of the conventional router (step FC100). At this 
time, as described in a description of the structure of the forwarding table retrieval system 1 00, registration prefix length 
determining processing is carried out and the registration prefix length field of each entry is determined (FC1 01 ). When 

25 there is an entry requested to be resident in the forwarding table, that entry Is stored in the resident entry area of the 
cache and the resident flag in the corresponding forwarding table is set to 1 (FC101-1). 

[0068] When a packet arrives at the router (FC1 04), the destination address of the received packet is inputted to the 
control system 120 via the line L117. This destination address Is stored in the destination address register 121 in the 
control system 120 and is outputted to the destination address lines L101, L104. Next, the controller 123 In the Control 
30 system 120 makes the control signal line 107 active. The mask-cache table retrieval system 130 retrieves the mask- 
cache table using a value of the destination address line L104 (FC105). 

[0069] When a hit is found in the mask-cache table (FC107), the cache hit line L110 is set to the hit value and the 
address of the hit entry, in the mask-cache table is outputted to the hit address line L111. Further, the transmission 
interlace number of the hit entry is outputted to the transmission interface number line L105. At this time, the cache 

35 registration address management system 141 receives a value on the hit address line L111 after the cache hit line 
L111 is set to the hit value. And, the cache registration address management system 141 determines which address 
it should be registered using LRU algorithm or the like and outputs that address to the cache registration address line 
L112 (FC115). After the cache hit line L110 is set to the hit value, the control system 120 stores a value of the trans- 
mission interface number line L105 into the transmission interface number register 122 and outputs the transmission 

40 Interface number L118 (FC11 6). 

[0070] When no hit is found in FC106 of the same flow chart (when the cache hit line L11 0 is set to the non-hit value 
and the processing proceeds to FC108), the controller 123 in the control system 1 20 makes the control signal line L106 
active. After the control signal line L106 is made active, the forwarding table retrieval system 100 fetches a value of a 
destination address of a packet outputted to the destination address line L101 and the table retrieval system 101 

45 searches the forwarding table (FC109). When an entry is found as a result of the retrieval (FC111), the retrieval hit line 
Li 09 is set to the hit value. Then, the transmission interface number and registration prefix length of the found entry 
are outputted to the transmission interface number line L102 and registration prefix length line L103, respectively. If 
the resident flag of the found entry is 0, then the registration line L119 is also made active. 

[0071] After the retrieval hit line L109 is made active, the control system 120 fetches a transmission interface number 
50 through the transmission interface number line. L1 02 and outputs it to the line L118 (FC112). Further, when the regis- 
tration line L119 is made active (FC120), the control signal line L108 is also made active. 

[0072] The cache registration system 1 40 generates a prefix bit string and a mask bit string to be registered in the 
destination field of the mask cache based on values of a bit string indicated by the destination address line Li 01 and 
the registration prefix length line L103 (FC11 3) and outputs them to the prefix bit string line L114 and mask bit string 
55 line L115. After the control signal line L108 is made valid, the cache registration address management system 141 
makes active the control signal line L11 3. 

[0073] When the control signal line L11 3 is made active, the mask-cache table retrieval system 1 30 fetches values 
of the prefix bit string line L1 1 4, mask bit string line L1 1 5, transmission interface number line L1 02, and cache registration 
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address line Li 1 2 and stores values of the prefrx bit string line L1 1 4, mask bit string line L1 1 5 and transmission interface 
number line L102 at addresses in the mask-cache table indicated by the cache registration address line L112 (FC114). 
When no hit is found In FC110 of the flow chart (FC117), error processing is carried out in the control system 120 
(FC118). When the registration line L119 is not made active in FC119 (FC121), the control system 120 does not make 

s the control signal line Li 08 active and processing on the FC113, FC114 is not carried out. 

[0074] There is a restriction in an entry which can be resident in the mask-cache table of the forwarding table in a 
description of the operation. This matter will be described in a final section of this embodiment. 
[0075] The forwarding table is retrieved and when an entry is found (FC1 1 1 ) ( the registration line L1 1 9 is made active. 
Alternatively, it is also permissible to prepare a flag for Identifying whether an entry should be registered and make 

io active the registration line L11 9 corresponding thereto. 

[0076] Hereinafter, an example of the operation of the first embodiment will be described Here, assume that the 
network address is 32 bits. Further, assume that nothing is registered in an update entry area of the mask-cache table 
in the initial state. Further, assume that the forwarding tabie of the router is as shown in Fig. 28 and that an entry of 
the address 4 is selected as the resident entry. Then, assume that the number of entries in the cache is 4 (address 1 

15 to 4) and that the address 4 of the cache is determined as an address for the resident entry. 

[0077] First, the registration prefix length determining system 102 carries out registration prefix length determining 
processing so as to determine a registration prefix length of each entry in the forwarding table. 
[0078] As to the registration prefix length of an entry at address 1 , E = 1 and PL = 8 is set up in the registration prefix 
length decision processing described about the structure of the registration prefix length determining system 102 and, 

20 for entries at addresses 2 to 6, the registration prefix length determining steps Z1 to Z4 are executed successively. 
When an entry of address 2 is processed, the PL is updated to 16. When an entry of the address 3 is processed, the 
PL Is updated to 24. After that, the PL Is not updated for any entry of address 4 to 6 and the registration prefix length 
is determined to be 24. 

[0079] For the registration prefix length of an entry of address 2, E - 2 and PL = 16 is set in the registration prefix 
25 length determining processing and then, the registration prefix length determining steps Z1 to Z4 are carried out suc- 
cessively for entries of address 1 , 3 to 6. For the address 1 , the registration prefix length determining steps Z1 to Z3 
are not affirmative and at Z4, PL remains 16. For the address 3 t the registration prefix length determining steps Z1 to 
Z3 are estaaffirmative, so that at Z4. the PL is 24. For the address 4 to 6, nothing is changed at Z4. Finally, at address 
2, the registration prefix length is determined to be 24. 
30 [0080] The same registration prefix length determining processing is carried out for address 3 to 6 and consequently, 
the forwarding table is as shown in Fig. 29. The mask-cache table is as shown in Fig. 30. 

[0081] Next, assume that packets having destination addresses 10.5.1.1, 10.2.3.5, 1.1.1.1, 10.2.3.4, and 20.1.2.3 
sequentially arrive in this order. 

[0082] When a packet whose destination address Is 10.5.1.1 arrives, the mask-cache tabie is searched using the 
3S address 10.5.1.1 as a key by the mask-cache table retrieval system 130. Because there is no matching entry in the 
mask-cache table, no entry is hit and next, the forwarding table is searched using the address 10.5.1.1 as a key. As a 
result, the address 1 Is hit so that the value "1* is outputted to the transmission interface number line L102 and the 
value "24" is outputted to the registration prefix length line L103. The control system 1 20 determines the transmission 
interface number to be 1 and outputs it to the line L11 8. At the same time, in the cache registration system 140, a bit 
40 string 255.255.255.0 in which 1 stands in each of 24 bits from the uppermost bit indicated by the registration prefix 
length line L103 In the mask bit string L115 and 0 stands in the remainder is generated by the bit mask generating 
circuit 143. Further, 10.5.1.0 obtained by logical operation AND of the value 10.5.1.1 of the destination address line 
L101 and the value of the mask bit string line L1 15 is outputted to the prefix bit string line L114. Assuming that the 
cache registration address management system 141 registers entries successively from the head address of unused 
45 entries into the mask cache, it comes that a mask-cache entry is registered at address 1 of the mask-cache table. As 
a result, the mask-cache table becomes as shown in Fig. 31. 

[0083] Next, when a packet whose destination address is 10.2.3.5 arrives, no hit is found In the mask-cache table, 
however, the address 3 of the forwarding table is hit. Therefore, the transmission interface number is determined to 
be 3. Since the registration prefix length field of address 3 is 24, the cache registration system 1 40 determines that a 
50 prefix bit string to be registered in the mask-cache table is 10.2.3.0 and the mask bit string is 255.255.255.0. As a 
result, the mask-cache table becomes as shown in Fig. 32. 

[0084] Next, when a packet whose destination address is 1.1.1.1 arrives, no hit is found in the mask-cache table, 
however, the address 5 of the forwarding table Is hit, so that the transmission interface number is determined to be 5. 
The mask-cache table becomes as shown in Fig. 33. 
55 [0085] When a packet whose destination address is 10.2.3.4 arrives, the address 2 of the mask-cache table Is hit, 
so that the transmission interface number is determined to be 3. The mask-cache table is not changed. 
[0086] When a packet whose destination address is 20.1 .2.3 arrives, the address 4 of the masked cache Is hit, so 
that the transmission interface number is determined to be 4. The mask-cache table is not changed. 
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[0087] In the above manner, according to thb first embodiment, the packet transmission interface number is deter- 
mined and the packet is sent according to the determined packet transmission interface number. 
[0088] Here, it will be described that, according to the first embodiment, even when a hit is found in the mask-cache 
table, a proper transmission interface number can be determined. 

5 [0089] According to the first embodiment, a registration prefix length of an entry hit upon retrieval of the forwarding 
table based on the destination address of the packet is obtained. Of a bit string indicating the destination address of 
the packet, a partial bit string starting from the uppermost bit thereof corresponding to the registration prefix length is 
registered in the mask-cache table. In this registration method, for a proper transmission interface number to be de- 
termined even when an entry hits in the cache, it have only to be indicated that the entry registered in the cache never 

io includes any of other entries existing in the forwarding table, which is included in the entry hit by the forwarding table 
retrieval. 

[0090] Actually, the registration prefix length field of the forwarding table stores a maximum cache prefix length, or 
a maximum prefix length among other entries included in the address set of the entry in forwarding table. In the steps 
Z1 and 22 of the registration prefix length determining processing, it is checked whether the entry CE is Included in 
is the entry E (when both steps Z1 and Z2 are affirmative, the-entry CE is included in the entry E). By determining that 
the prefix length of the CE is longer than the PL in Z3, the maximum prefix length is selected. Therefore, the inclusion 
condition l of the address set described in definition of the maximum cache prefix length is never satisfied. Therefore, 
when there are some other entries included in an entry hit upon forwarding table retrieval, the registered entry never 
includes any one thereof. 

20 [0091] An entry which can be resident in the mask-cache table of the forwarding table has a restriction. That restriction 
is that, as described In the above explanation that a proper transmission interface number can be determined by the 
cache registration method of the first embodiment, when there is another entry included in an entry hit In the forwarding 
table retrieval, the registered entry never include any one thereof. 

[0092] For example, in the forwarding table shown in Fig. 34 addresses 3, 4, 6 satisfy this restriction and those entries 
2S can be resident. However, entries of addresses 1, 2, 5 cannot be resident. 

SECOND EMBODIMENT 

[0093] Fig. 9 is a diagram of a route determining system according to a second embodiment of the present Invention. 
30 The route determining system includes a forwarding table retrieval system 200, a control system 220, an LPM cache 
table retrieval system 230, and an LPM cache registration system 240. The details of each component system as 
shown in Fig. 9 will be described. 

Forwarding table retrieval system 200 

35 

J0094] The forwarding table retrieval system 200 includes a forwarding table memory 203 storing a forwarding table 
for routing and its retrieval system 201 . The forwarding table has a destination field and a transmission interface number 
field and further has a pointer field which is used to store a pointer to a tree management list node holding a tree 
structure list generated corresponding to the forwarding table. When the control signal line L206 is made active, the 
40 destination field of the forwarding table is retrieved based on the destination address of a packet inputted via the packet 
destination address line L201. A transmission interface number obtained as a result of the retrieval and a pointer to 
the tree node are outputted to a transmission interface number line L202 and a tree-node pointer line L203. Further, 
the forwarding table is also read and written by a tree initialization system 242 which will be described later. 

45 Control system 220 

[0095] With a destination address L21 7 of the packet received by the router as input, the control system 220 controls 
the forwarding table retrieval system 200, LPM cache registration system 240 and LPM cache table retrieval system 
230 so as to determine a transmission interface number of the packet to be forwarded and output it to the line L218. 

so 

LPM cache table retrieval system 230 

[0096] The LPM cache table retrieval system includes an LPM cache table and a function of retrieving it. The LPM 
cache table has a destination field, a transmission interface number field and a tree-node pointer field. The destination 
ss field accommodates a pair of a prefix bit string indicating a network address and a mask bit string. The LPM cache 
table retrieval system 230 has a function of searching the LPM cache table. This Is comprised of, for example, a memory 
with LPM retrieval function which is disclosed in Japanese Patent Application No. 9-234250 (filed on August 29, 1997 
by the present Applicant. Japanese Patent Application Laid-open No. 1 1 -073782) and a RAM (random access memory). 
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Upon retrieval, when a destination address of : a packet is given by the line L204. the LPM retrieval of the destination 
address of each entry is performed. When a matching entry Is found, the cache hit line L210 is set to a hit value. A 
transmission interface number of that entry and a value of the tree-node pointer field are outputted to the lines L205 
and L215 respectively. When no hit Is found, the cache hit line L210 is set to a non-hit value. 

s 

LPM cache registration system 240 




[0097] The LPM cache registration system 240 registers an entry into the LPM cache table and includes a cache 
registration address management system 241 , tree initialization system 242 and management memory 243. The cache 

10 registration address management system 241 manages the address area of the cache which is divided into a resident 
entry area which always registers and never delete an entry and a update entry area for updating an entry using 
algorithm such as LRU. In the update entry area, the address of an in-use/unused entry in the LPM cache table is 
managed. For effective use of the cache, of in-use entries, an entry hit in the cache is managed by for example, LRU. 
Further, the forwarding table is managed according to a tree-type list structure. Upon registration/deletion of the LPM 

is cache, which entry should be registered or deleted In the forwarding table is determined. The tree initialization system 
242 initializes this tree type list. Of course, it is permissible that no resident entry is produced. 
[0098] Next, the respective components will be described in detail. 

[0099] Fig. 10 shows the forwarding table retrieval system 200 in detail which includes a forwarding table memory 
203 for storing the forwarding table for routing and a table retrieval system 201 for retrieving. The forwarding table has 

20 a destination field and a destination interface field and further has a tree-node pointer field. The destination field includes 
a prefix bit string indicating prefix and a prefix length field indicating a prefix length of prefix bit string. When the control 
signal line L206 is made active, the table retrieval system 201 performs LPM-retrieval for searching the destination 
■ field of the forwarding table stored in the forwarding table memory 203 based on a destination address of a packet 
inputted via the destination address line L201. When a hit is found by the retrieval, the retrieval hit line L209 is set to 

25 a hit value and a transmission interface number of the entry hit by the retrieval is outputted to the transmission interface 
number line L202. Then, the pointer to the tree node is outputted to the tree-node pointer line L203. When no hit is 
found by the retrieval, the retrieval hit line L209 is set to a non-hit value. In the table retrieval system 201, a system 
for retrieving the destination field by LPM retrieval can be achieved based on the destination address of the packet by 
using the same LPM retrieval system as the conventional router. 

30 [01 00] Fig. 1 1 shows the LPM cache table retrieval system 230 in detail which includes a memory with LPM retrieval 
function (hereinafter, called an LPM-retrieval memory 231 ) and a RAM (random access memory) 232. When a pair of 
a prefix bit string indicating a prefix and a mask bit string indicating a prefix length are registered In the LPM-retrieval 
memory 231 for each address, when a bit string of a retrieval key is given, the LPM retrieval Is carried out so as to 
output an address of a matching entry. In the mask bit string, 1 stands for each bit for the length of the prefix length 

35 from the uppermost bit toward lower-order bits and 0 stands for the remainder bits. 

[0101] For example, assume that four entries shown in Fig. 35 are registered in the 8-bit-wide LPM-retrieval memory 
231. 

Each of these entries expresses following prefix: 

40 address 1 : 101xxxxx (prefix length is 3); 

address 2: 1101xxxx (prefix length is 4); 
address 3: 1100xxxx (prefix length is 4); and 
address 4: 11011xxx (prefix length is 5), 
where x Indicates 'don't care* (0 or 1 is permissible). 

45 

[0102] When 11011111 is given as a retrieval key, the prefixes of the entries of address 2 and address 4 match with 
each other. The address 4 having the longest prefix of them is outputted as a LPM retrieval result to the line L220. For 
address 1 , when the data bit string is masked with a mask bit string, that bit string is 1 01 00000. When the retrieval key 
is masked with the mask bit string, that bit string is 11000000. That is, these two bit strings do not match with each 
so other. Likewise, for address 3, when 11000000 and 11010000 are compared, they do not match with each other. For 
address 2, 11010000 and 11010000 are compared and consequently, they match with each other. For address 4, 
11011000 and 11011000 are compared and consequently, they match with each other. However, because the prefix 
of address 4 is longer, the address 4 is outputted as a result of retrieval. 

[0103] The LPM cache table has a destination field, a transmission interface number field and a tree-node pointer 
55 field. The destination field includes a pair of a prefix bit string indicating a network address and a mask bit string. The 
prefix bit string is stored as data bit string in the LPM-retrieval memory 231 and the mask bit string Is stored as mask 
bit string in the LPM-retrieval memory 231. The transmission interface number field and tree-node pointer field are 
stored into the RAM 232 at the same address as when the destination field (prefix bit string and mask bit string) is 
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stored in the LPM-retrieval memory 231. In Fig. 11, it is assumed that the network address has 32-bit width and the 
prefix bit string and mask bit string are expressed in decimal number with dots. For example, a mask bit string of 2. 1 .0.0 
expresses a bit string of 00000010 00000001 00000000 00000000 (a space is entered every 8 bits). A mask bit string 
of 255.255.0.0 expresses a bit string of 11111111 11111111 00000000 00000000 (a space is entered every 8 bits). 

5 [0104] When the control signal line L213 is set to a value indicating Write, an entry is registered in the LPM cache 
table. This is carried out in a following procedure. In the LPM-retrieval memory 231, a prefix bit string and mask bit 
string inputted via a registration content line L214are stored at an address indicated by the cache registration address 
line L212. At the same time, the transmission interface number and the pointer to the tree node inputted from the 
registration content line L21 4 are stored into the RAM 232 at an address (the same address as that of the LPM+etrleval 

10 memory 231) indicated by the cache registration address line L212. Upon deletion of an entry, the control signal line 
L21 3 is set to a value indicating deletion and a cache entry stored at the address indicated by the current value of the 
cache registration address line L212 is deleted. 

[0105] When the control signal line L207 is made active, retrieval is carried out. A bit string indicating a destination 
address is inputted to the LPM-retrieval memory 231 from the destination address line L204 as a retrieval key. The 

is LPM retrieval is carried out by the function of the LPM-retrieval memory 231 . When there is a matching entry, the cache 
hit line L210 is set to a set value and an address of the LPM-retrieva! memory 231 in which an entry hit by the hit 
address line L220 is registered is outputted. At the same time, the cache hit line L210 is set to the hit value. Then, a 
transmission interface number and a pointer to the tree node, written at an address of the hit address line L220, are 
read out from the RAM 232. Those values are outputted to the transmission interface number line L205 and the tree- 

20 node pointer line L215, respectively. When no hit Is found, the cache hit line L210 is set to a non-hit value. 

[0106] Fig. 12 is a detailed diagram of the LPM cache registration system 240. The LPM cache registration system 
240 manages nodes corresponding respectively to entries of the forwarding table with a tree-type list. Tree nodes are 
placed in the management memory 243 and the tree initialization system 242 initializes the tree structure. Each node 
of the tree, as shown in Fig. 13, has a destination field consisting of a pair of prefix bit string and mask bit string, a 

25 transmission interface number field, a 2-bit registered flag field, a field of pointer to parent node, and a field of head 
pointer to child node list. Further, it has a cache address field for indicating an address in the cache when a given entry 
is registered in the cache, a previous pointer field, and a next pointer field for use in LRU management of address in 
the case of cache registration. The head pointer to the child list indicates a child node list in which a pointer of the 
given node to a child node is managed In list form. 

30 [0107] First, the relation between a parent node and a child node will be described. 

[0108] A set of network addresses indicated by the destination address of a node will be considered. All nodes 
associated with the forwarding table have each address sets. It is assumed that the entirety of these sets is U. A parent 
node of a node A is defined as a node having the fewest members among sets including network addresses indicated 
by the destination address of the node A in U. That is, that node has a destination having the longest prefix length. 

OS 

Parent node retrieval procedure 

[0109] Assume that a node which wants to find out its parent node is N1. Then, assume that the parent node is PN 
(Null is entered for its initial value) and a prefix length of the parent node is L (L = -1 as initial value). Pay attention to 
40 all nodes except for N1 in succession and performs the following decision steps X1 , X2 and X3. 

X1: determine whether the prefix length of a node of interest is shorter than the prefix length of N1 (except that 
they are equal). 

X2: determine whether the prefix bit string of N1 and prefix bit string of a node of interest match with each other 
45 by comparing them in bits of the prefix length from the uppermost bit toward lower bits. 

X3: replace PN with a node of interest if X1 and X2 are affirmative and the prefix length of the node of interest is 
larger than L (except when equal). 

[0110] When the final entry is reached, the parent node of E Is set in the PN. If PN = Null, there is no parent node in 
so that entry and then, a pointer to the parent node Is set to Null value (invalid value). 

[0111] Returning to initialization of the tree structure, the tree initialization system 242 carries out the following tree 
initialization procedure. 

Tree initialization procedure 

ss 

[0112] 

Step 1): The same number of nodes as that of entries in the forwarding table are prepared on the management 
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memory 243 and the tree-node pointer field in the forwarding table is prepared so that a pointer points to each 
node prepared. Then, the same destination field and transmission Interface number field as in the forwarding table 
are written onto the destination field and transmission interface number field of a node, respectively. In the mask 
bit string of the destination field, 1 Is posted at each of the same number bits as the prefix length in a bit string 
5 having the same bit width as the network address from the uppermost bit toward lower bits and the remainder is 

0. The 2-bit registered flag is "00° and the cache address, previous pointer and next pointer are set to NULL (invalid 
value). When there is a resident entry which is required to be always registered as a cache entry among the entries 
of the forwarding table, the registered flag is set to "10 H and that entry is registered in the cache address area for 
resident entry. 

10 Step 2): Attention is sequentially paid to each node produced in the previous step 1 ) and the parent node retrieval 

procedure Is carried out to find a parent node of a node of interest. When a parent node is found, the address of 
the found parent node Is registered into the parent node pointer. Further, a node to which attention is paid as a 
child node of that parent node is registered. This is attained by adding a list storing the address of an entry to 
which attention is paid to the child-node list. 

is Step 3): End 

[0113] As shown In Fig. 12, the cache registration address management system 241 includes an unused entry count 
register 244, a head pointer 245 to unused entry list, an end pointer 246 to the unused entry list, a head pointer 247 
to in-use tree node list, and an end pointer 248 to in-use tree node list. The cache address area is divided Into a resident 
so entry area as in the tree initialization procedure 1) for an entry which is always registered and never deleted and an 
update entry area for an entry which is updated using an algorithm such as LRU. 

[0114] As shown in Fig. 14, in the update entry cache address area, the cache registration address management 
system 241 manages the unused addresses In the cache in form of the unused entry list in which each node of the list 
has an address for unused cache entry and a pointer to the next node in a part of an address used as an update entry 
25 The head pointer 245 of the unused entry list Indicates a head node of the list and the end pointer 246 of the unused 
entry list indicates an end node of the end pointer 246. Of the tree nodes produced by the tree initialization system 
242, a tree node whose destination and transmission interface number are registered in the LPM cache table Is con- 
nected via two-way list. The head pointer 247 and end pointer 248 to the in-use tree node list memorize its head node 
and end node (see Fig. 14). 

30 [0115] The register, pointer and list are initialized as follows. The unused entry list initializes all addresses of the 
cache with connecting them through the list and the head address of the list is registered at the head pointer 245 of 
the unused entry list. Further, the number of nodes included in the unused entry list is set up in the unused entry count 
register 244. The head pointer 247 and end pointer 248 of the in-use tree node list are initialized by Null (invalid value). 
[0116] Next, the entry registration procedure and entry deletion procedure to be executed by the cache registration 

as address management system 241 will be described. 

Entry registration procedure 

[0117] Step 1. An arbitrary number (for example, M) of pointers (tree addresses) to tree nodes are inputted to the 
40 cache registration address management system 241 . 

[0118] Step 2. M lists are removed from the unused entry list. The unused entry count register 244 updates such 
that M is subtracted from the stored value thereof. 

[0119] Step 3. M tree nodes are read out and attached to the head of the in-use tree node (regardless of an order 
in the M tree nodes). At this time, the M tree nodes are connected by the previous pointer and next pointer as two-way 

4$ list. The head pointer 247 and end pointer 248 to the in-use tree node list are set properly. 

[0120] Step 4. At the same time, the destination and transmission interface number of the tree node are read out 
and then M pairs (destination, transmission interface number, pointer to tree node) are stored at M cache addresses 
which have read out from the list removed in the step (2). Upon storage, the control signal line L213 is set to a value 
indicating M times that write operation repeats. The cache address is outputted to the line L212 and M sets of the 

so destination, transmission interface number and pointer to the tree node are outputted and stored at specified M ad- 
dresses by the LPM cache table retrieval system 230. 

[0121] Step 5. As for M tree nodes, cache address storing (destination, transmission interface number, pointer to 
the tree node) of that node is stored in the cache address field. Further, the 2-bit registered flag is also set to "01 B . 
[0122] Step 6. End. 

55 

Entry deletion procedure 

[0123] Step 1 . A tree node indicated by the end pointer 248 to the in-use tree node list is read out. 
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[0124] Step 2. Tracing tree node parents in succession and about a node in which the registered flag thereof is set 
to "01 " (not a resident entry but a registered node), 

Step 2-1 . the registered flag is set to •00 > and 
5 Step 2-2. The address (pointer) of the tree node and cache address are obtained. 

[0125] Step 3. As for all obtained tree nodes in the step (2-2). the node is removed from the In-use tree node list. 
Then, by using a value of the cache address field written in the nodes, a node of the unused entry list is produced with 
the cache address field and next pointer in pair and is added to any place (for example, head) of the unused entry list. 
10 Further, a node number, which is attached to the unused entry list, is added to the unused entry count register 244 so 
as to update the unused entry count. 

[0126] Step 4. The caches of all cache addresses obtained in the step (2-2) are deleted. A deletion indication and 
an address to be deleted are outputted to the LPM cache table retrieval system 230 using the control signal line L21 3 
and cache address line L212. 
is [0127] Steps. End. 

[0128] The LRU management procedure to be executed by the cache registration address management system 241 
will be described. When the cache hit line is set to a hit value, the following LRU management procedure is carried out. 

LRU management procedure 

20 

[0129] Step 1 . A value of the tree-node pointer line L215 is read and an address of a tree node corresponding to a 
cache entry hit by the retrieval is obtained. 

[01 30] Step 2. The cache registration address management system 241 arranges the two-way list of the in-use tree 
node list so that a tree node indicated by a given pointer comes to the head of the in-use tree node list. 
25 [0131] Step 3. End. 

[0132] The cache registration address management system 241 also carries out the cache registration procedure 
which will be described below. When the control signal line L208 is made active, a pointer is read from the tree-node 
pointer line L203 and is stored in the pointer register 249. Then, the cache registration procedure as shown below is 
carried out. 

30 

Cache registration procedure 

[0133] Step 1 . From the tree node indicated by the pointer register 249. all nodes below the tree (in the direction to 
the chiid node) existing on the management memory 243 are checked using an ordinary tree search algorithm (for 
55 example, breadth-first search) so as to obtain an address of the node In which no registration flag is posted. Further, 
the number of these nodes is counted and the count is regarded as N. 

[01 34] Step 2. A value of the unused entry count register 244 in the cache registration address management system 
241 is compared with N and if it is equal to or smaller than N, then the processing proceeds to the step (4). 
[0135] Step 3. The cache registration address management system 241 carries out the above-described entry de- 
40 letlon steps (1) to (5) and the processing proceeds to the step (1). 

[01 36] Step 4. By inputting addresses of N nodes obtained in the step (1 ), the cache registration address management 
system 241 carries out the above-described entry registration steps (1 ) to (6). 
[01 37] Step 5. End. 

[01 38] Fig. 1 5 is a detailed diagram of the control system 220. A destination address register 221 stores a destination 
45 address (inputted via L217) of a packet inputted to the control system 220 and outputs the value to the destination 
address line L201 and destination address line L204. The control circuit 223 has a sequencer, which is operated as 
follows. 

[01 39] When the destination address of a packet is inputted to the control system 220, It starts the operation and 
makes the control signal line L207 active. Next, when the cache hit line L210 is set to a hit value, a value of the 

so transmission interface number line L205 is fetched and stored into the transmission interface number register 222 and 
a transmission interface number is outputted to the line L218. When the cache hit line L210 is set to a non-hit value, 
the control signal line L206 is made active. Further, when the retrieval hit line L209 Is set to a hit value, the control 
signal line L208 is made active. Further, a value of the transmission interface number line L202 is fetched and stored 
into the transmission interface number register 222 and a transmission interlace number is outputted to the line L218. 

55 When it is not set to the hit value, error processing is carried out. Then, all the control signal lines L207, L206, L208 
are made inactive and stopped. 

[01 40] Next, an operation of the second embodiment will be described with reference to a flow chart of Fig. 16. 
[0141] Referring to Fig. 16. a forwarding table is stored in the forwarding table memory 203 (step FC200). Next, in 



16 



1411033287 (&BJ2:$g : &Ba2r$B) 
« » 



' ' EP 1 035 687 A2 

the LPM cache registration system 240, the tree initialization system 242 carries out the above-described tree initiali- 
zation procedure (when a resident entry is registered, it is also carried out). Then, the cache registration address 
management system 241 initializes the unused entry list (FC201 ). 

[0142] When a packet arrives at the router (FC204). the destination address of the packet is inputted to the control 
5 system 220 through the line L217. This destination address Is stored in the destination address register 221 in the 
control system 220 and is outputted to the destination address lines L201, L204. Next, the control circuit 223 in the 
control system 220 makes the control signal line L207 active and the LPM cache table retrieval system 230 searches 
the LPM cache table using a value of the destination address line L204 (FC205). 

[0143] When a hit is found in the LPM cache table (FC207), the cache hit line L210 is set to the hit value and a pointer 

10 to the tree node of an entry hit In the LPM cache table is outputted to the tree-node pointer line L215. Further, the 
transmission interface number of the hit entry is outputted to the transmission interface number line L205. At this time, 
the cache registration address management system 241 receives a value of the tree-node pointer line L215 after the 
cache hit line L210 is set to the hit value, and changes the two-way link list of the in-use tree node list using the 
aforementioned LRU management procedure (FC215). After the cache hit line L210 is set to the hit value, the control 

75 system 220 stores a value of the transmission interface number tine L205 into the transmission interface number 
register 222 and outputs the transmission interface number of the packet through the line L218 (FC216). 
[0144] When no hit is found in the LPM cache table (when the processing proceeds to FC208 in Fig. 16), the cache 
hit line L210 is set to the non-hit value and the controller 223 in the control system 220 makes the control signal line 
L206 active. After the control signal line L206 is made active, the forwarding table retrieval system 200 fetches the 

20 destination address of a packet through the destination address line L201 and the table retrieval system 201 carries 
out the LPM retrieval on the forwarding table (FC209). When an entry is found as a result of the retrieval (FC211). the 
retrieval hit line L209 is set to the hit value. Then, the transmission interface number of the found entry and the pointer 
of the tree are outputted to the transmission Interface number line L202 and tree-node pointer line L203 (FC212). After 
the retrieval hit line L209 is made active, the control system 220 makes the control signal line L208 active. After the 

25 control signal line L208 is made active, the LPM cache registration system 240 executes the aforementioned cache 
registration procedure (FC213) and registers the destination of a tree node to be registered, transmission interface 
number and pointer to the tree node In the LPM cache table of the LPM cache table retrieval system 203. When no 
entry is found as a result of the LPM retrieval on the forwarding table (FC217). the retrieval hit line L209 is set to the 
non-hit value. After the retrieval hit line L209 is set to the non-hit value, the control system 220 carries out error process- 

30 ing(FC218). 

[01 45] It is also permissible to prepare a flag for indicating whether the tree node should be registered onto the cache 
and to determine whether the registration procedure should be carried out depending on that fiag at the beginning of 
the cache registration procedure step (1). 

[0146] Hereinafter, an example of operation of the second embodiment will be described. Here, assume that the 
35 network address is 32 bits. Further, assume that nothing is registered in the LPM cache entry in initial state, the cache 
capacity is 5 entries, addresses 1 to 4 are used as the update entry area and the address 5 is used as the resident 
entry area. 

[01 47] First, assume that the forwarding table of the router is as shown in Fig. 36 and an entry of address 7 is always 
registered in the cache as a resident entry. 
40 [0148] In the step FC201 on the flow chart of Fig. 16, the tree is initialized by the tree initialization system 242 of the 
LPM cache; registration system 240. As a result, the tree is initialized as shown in Fig. 17. 

[0149] In Fig. 17, the pointer to the parent node in the tree node, the head pointer to the child node list, and the child 
node list are omitted and the pointer to the parent node is expressed with dotted line and the pointer to the child node 
is expressed with solid line. The unused entry list is also initialized as shown in Fig. 17. Since the capacity of the 

45 updated entry in the cache is 4, the value of 4 Is stored in the unused entry count register 244. Assuming that addresses 
for storing the tree nodes 1 to 7 in the management memory 243 of the LPM cache registration system 240 are ad- 
dresses 1 to 7, the forwarding table Is as shown in Fig. 37. The LPM cache table is as shown in Fig. 38. 
[0150] Next, it is assumed that packets having the destination addresses of 10.5.1.1, 10.1.2.3, 20.1.2.3 arrive in thts 
order When a packet of the destination address 10.5.1.1 arrives, the LPM cache table retrieval system 230 carries 

so out the LPM retrieval on the LPM cache table by using 10.5.1.1 as a retrieval key. There is no matching entry in the 
LPM cache table. Thereafter, the forwarding table is subjected to the LPM retrieval by using 10.5.1.1 as a key. As a 
result the address 1 is hit and the value of 1 0 Is outputted to the transmission interface number line L202 and the value 
of 1 is outputted to the tree-node pointer line L203. The control system 220 determines the transmission interface 
number to be 10 using a value of the line L202 and outputs it to the line L218. At the same time, in the LPM cache 

55 registration system 240, the value of the L203 which is 1 is stored in the pointer register 249 and the cache registration 
step (1 ) is carried out According to the value of the pointer register 249. tree node 1 of Fig. 1 7 and all subordinate tree 
nodes namely four tree nodes 1 , 2. 3, 6 are selected. In the cache registration step (2), this value 4 is compared with 
the value 4 of the unused entry count register 244 and thereafter the processing proceeds to cache registration step 
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(4). In the cache registration step (4), the entry registration steps (1) to (6) are carried out by the cache registration 

address management system 241. The tree list, unused entry list and in-use tree list are changed as shown in fig. 16. 

Since the number ot the nodes in the unused entry list is 0 # the unused entry count register 244 is set to.0. The LPM 

cache table is as shown in Fig. 39. 
5 [0151] Next, when a packet having the destination address of 10.1.2.3 arrives, the LPM cache table Is subjected to 

the LPM retrieval by using 10. 1 .2.3 as a key. As a result, address 2 is hit so that the cache hit line L21 0 is made active. 

The transmission interface number "60* of a hit entry is outputted to the transmission Interface number line L205. A 

value of 6 of the tree-node pointer field of the hit entry is outputted to the tree-node pointer line L215. The control 

system 220 determines the packet transmission interface number to be 60 from the value of the LL205 and outputs it 
10 to the L218. After the cache hit line L210 is made active, the cache registration address management system 241 

carries out the LRU management steps (1 ) to (3). As a result, the tree node 6 is brought to the head of the in-use tree 

node list, as shown in Fig. 19. 

[0152] When the packet having the destination address of 20.1 .2.3 arrives, in the LPM cache table retrieval system 
230, the LPM cache table is subjected to the LPM retrieval by using 20.1 .2.3 as a key. Since there is no matching entry 

is in the LPM cache table, no entry is hit and next, the forwarding table is searched by using 20.1.2.3 as a key As a 
result, the address 4 is hit. A value of 40 is outputted to the transmission Interface number line L202 and 4 is outputted 
to the tree-node pointer line L203. The control system 220 determines the transmission interface to be 40 frfcm the 
value of the L202 and outputs it to the L218. At the same time, the LPM cache registration system 240 stores the value 
4 of the L203 in the pointer register 249 and carries out the cache registration step (1). From the value of the pointer 

20 register 249, a tree node 4 of Fig. 1 7 and all subordinate tree nodes, namely, a tree node of the tree node 4 Is selected. 
In the cache registration procedure 2. this value of 1 is compared with the value 0 of the unused entry count register 
244. As a result of the comparison, the processing proceeds to the cache registration step (3). In the cache registration 
step (3), the cache registration address management system 241 carries out the aforementioned entry deletion pro- 
cedure. 

2S [0153] In the entry deletion step (1), the end pointer 248 of the in-use tree node list is read (indicating an entry which 
should be deleted by the LRU algorithm), the tree node 3 is selected. In the entry deletion step (2). the tree is traced 
in the direction to the parent node. About a node whose registered flag is set to "01", namely the tree nodes 3, 2, 1, 
the registered flag is set to "00" so as to obtain a cache address written In the tree node. For the tree nodes 3, 2, 1, 
the cache addresses are 4, 3, 1, respectively. When the entry deletion steps (3) and (4) are executed, the tree list, 

30 unused entry list and in-use tree list are changed as shown in Fig. 20. In the LPM cache table, the addresses 4, 3, 1 
are deleted and the cache table is changed as shown In Fig. 40. 

[0154] The entry deletion procedure is up to here. When the cache registration step (3) is executed, the processing 
is returned to the cache registration step (1) so that the cache registration step (1) is carried out. When the cache 
registration step (1) is executed, since the value of the pointer register is 4. the tree node 4 in Fig. 17 and ail the 

3S subordinate tree nodes, namely a single tree node of the tree node 4 Is selected. Since the value of the unused entry 
count register 244 is changed to 3 in the cache registration step (2), 3 is compared with the number 1 of the selected 
tree node. Then, the processing proceeds to the cache registration step (4). In the cache registration step (4), the entry 
registration steps (1) to (6) are executed to store the tree node 4 in the cache. As a result, the tee list, the unused entry 
list and the in-use tree list are changed as shown in Fig. 21 . The LPM cache table Is changed as shown In Fig. 41. 

40 [0155] Here, it will be explained that according to the second embodiment, even when a hit is found, a proper trans- 
mission interface number can be determined. As for the relation between the parent node and child node according 
to the second embodiment, a relation that the parent node includes the child nodes is established in a set of network 
addresses indicated by the destination of the tree node. Thus, according to the cache registration method of the second 
embodiment, all entries having destinations included by a set of the network address indicated by an entry hit by the 

45 retrieval in the forwarding table are registered. Thus, the entry of the registered cache is part of the forwarding table, 
however it is provided with a proper pair of a destination and a transmission interface number. Upon deletion of the 
cache entry, according to the entry deletion procedure of the cache registration address management system 241 , the 
cache entry is deleted so as to prevent an occurrence of a case where of arbitrary two tree nodes, the upper node of 
the tree is registered in the cache while the lower node is not registered. 

so [0156] It can be indicated that the cache registration address management system 241 can be so constructed that, 
of entries in the cache table, there is an entry always used while excluded from an object ot the LRU algorithm. This 
resident entry has a restriction. This will be described here. The restriction is that as for entries in the forwarding table 
always registered in the cache, the forwarding table entries corresponding to all the nodes under corresponding tree 
node (child nodes) need to be registered. For example, as for the entries always registered in the forwarding table of 

55 a previous operation example, the restriction is: 

* a single entry corresponding to the tree node 4 needs to be always registered. 

* The entry 4 corresponding to the tree nodes 1 , 6, 2. 3 needs to be always registered. 
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[0157J In any case, all entries corresponding to nodes subordinate to a tree node corresponding to an arbitrary 
registered entry are registered. 

THIRD EMBODIMENT 

5 [01 58] Fig. 22 shows a configuration diagram of the third embodiment. The third embodiment is so constructed by 
replacing the forwarding table retrieval system 100 of the first embodiment with a forwarding table retrieval system 
300 The control system 120. cache registration system 140, and maskncache table retrieval system 130 are the 6ame 
as the first embodiment, and connections L101 to L119 of the respective systems are also the same. Hereinafter, the 

io forwarding table retrieval system 300 which is different from the first embodiment will be described. 

[0159] The registration prefix length determining system 302 receives the prefix bit string and the prefix length of an 
entry hit by the forwarding table retrieval from the table retrieval system 301 and determines the optimum cache prefix 
length according to the registration prefix length decision procedure which will be described hereinafter. The obtained 
registration prefix length is outputted to the registration prefix line L103. 



75 



Registration prefix length decision procedure 



[0160] Step 1. Assuming that P and L are the prefix bit string and the prefix length of an entry hit by the forwarding 
table retrieval, respectively. 
20 [0161] Step 2. Assuming that E is address 1 , PE=L, and a counter C is set to 0. 

[0162] Step 3. If E is not greater than the number of entries in the forwarding table, then the step (4) is executed, 
otherwise the processing goes to the step (7). 

[0163] Step 4, An upper bit match count Is obtained using the prefix bit string, the prefix length, P, and L of an entry 
having the address of E. 

25 [0164] Step 5. if the upper bit match count obtained In the step (4) is greater than PE, then PE is replaced with the 
obtained upper bit match count and C is set to 1 , and if the obtained upper bit match count is equal to PE, then C is 
Incremented by one (C=C+1). 

[01 65] Step 6. The address of E is incremented by one and then the processing goes back to the step (2). 
[0166] Step 7. If PE is greater than L, then the registration prefix length is set to PE+1. If PE is equal to L and C is 
30 equal to or greater than 2, then the registration prefix length is set to PE+1. If PE=L and C=1 , then the registration 
prefix length is set to PE. 
[0167] Step 8. End. 

[0168] The above procedure can be readily implemented with circuit. 

[0169] The components other than the above-described components are the same as in the first embodiment. There- 

3$ fore, the details thereof are omitted. 

[0170] The operation of the third embodiment can be described by removing the registration prefix length decision 
procedure FC101 from the flow chart as shown in Fig. 8 and inserting the above-described registration prefix length 
decision procedure (steps 1-8).between the steps FC112 and FC113 in the flow chart as shown In Fig. 8. The other 
steps are the same as in the flow chart as shown in Fig. 8. 

40 [01 71 ] Hereinafter, it will be explained that according to the third embodiment, a proper transmission interlace number 
can be determined even when a hit is found in the cache. In other words, it can be shown that the following conditions 

(1 ) and (2) are both satisfied: 

(1) A set of network addresses indicated by the destination address of an entry to be registered Is the same as or 
43 included in a set of addresses indicated by an entry hit by retrieval; and 

(2) The set of network addresses indicated by the destination address of an entry to be registered does not include 
any of sets of addresses indicated by other entries of the forwarding table. 

[0172] Actually, the registration prefix length of an entry to be registered is equal to or longer than that of a hit entry 
so of the forwarding table. This is shown by the registration prefix length decision step (2), that is, the initialization of PE 
and the registration prefix length decision step (7). Further, the prefix bit string of an entry to be registered into the 
cache matches with that of an entry hit by retrieval for at least the prefix length of a hit entry in the forwarding table in 
the direction from the uppermost bit to lower bits. Therefore, the first condition (1) is satisfied. It is apparent that the 
second condition (2) is satisfied in the case where the registration prefix length is the maximum upper bit match count 
55 plus 1 In the case where the registration prefix length is the maximum upper bit match count, it means that the desti- 
nation of a cache entry to be registered is the same as that of a hit entry. Therefore, in this case, the second condition 

(2) is also satisfied. As described above, the cache registration method according to the third embodiment can obtain 
a proper transmission interlace number even when a hit is found in the cache. 



19 



1033287 &m$;n I <&§S<£fS) 

EP 1 035 687 A2 

[01731 Similarly to the first embodiment, an entry of the forwarding table, which can be resident in the mask^ache 
[able also restriction in the third embodiment. That restriction is that when there is another entry included ,n an 
entry" hit in the forwarding table retrieval, the registered entry never include any one thereof. 

5 FOURTH EMBODIMENT 

[0174] Fig 24 is a diagram of a route determining system according to a fourth embodiment of the present invention, 
where circuit blocks similar to those previously described with reference to Fig. 2 are denoted by the same reference 
numerals and the details thereof are omitted. 

10 

LPM cache table retrieval system 430 

[0175] The LPM cache table retrieval system 430 includes an LPM cache table and a function of searching it. The 
LPM cache table has a destination field and a transmission interface number field. The destination field accommodates 

is a pair of a prefix bit string indicating a network address and-a mask bit string. The LPM cache table retrieval system 
430 has a function of searching the LPM cache table. This is comprised of. for example, a memory with LPM retrieval 
function (hereinafter, called an LPM-retrieval memory) which is disclosed in Japanese Patent Application No. 9-234250 
(filed on August 29, 1 997 by the present Applicant, Japanese Patent Application Laid-open No. 11-073782) and a RAM 
(random access memory). Li , 

20 [01 76] When the control signal line L1 1 3 is made active, the entry is registered in the LPM cache table. This procedure 
Is carried out in the following steps. In the LPM-retrieval memory 431, a prefix bit string inputted from the prefix bit 
string line L114 and a mask bit string inputted from the prefix bit string line L115 are stored at an address indicated by 
the cache registration address line L112. At the same time, a transmission interlace number inputted from the trans- 
mission Interface number line L102 is stored in the RAM 432 at an address (the same address as when stored in the 

25 LPM-retrieval memory 431) Indicated by the cache registration address line L112. In entry deletion, when the control 
signal line L113 is set to a value indicating entry deletion, the cache entry at the address indicated by the cache reg- 
istration address line L112 Is deleted. 

[0177] When the control signal line LI 07 is made active, retrieval is carried out. A destination address is inputted as 

a retrieval key into the LPM-retrieval memory 431 through the destination address line L1 04. The LPM-retrieval memory 
30 431 performs LPM retrieval. When a hit is found (there is a matching entry), the cache hit line L11 0 is set to a set value 

and the address of the LPM-retrieval memory 431 registering the hit entry is outputted to the hit address line L111. 

Then, in the RAM 432, a transmission interface number written at the address indicated by the hit address line L111 

is read out and that value is outputted to the transmission interface number line L1 05. When no hit is found, the cache 

hit line L110 is set to a non-hit value. 
35 [0178] An operation of the fourth embodiment is the same as that of the first embodiment except for the LPM cache 

table retrieval system 430. 

[0179] Here, it will be described that, according to the fourth embodiment, even when a hit Is found tn the LPM cache 
table, a proper transmission interface number can be determined. 

[0180] According to the fourth embodiment, as for a set of prefix bit string, mask bit string, and transmission interface 
40 number, the LP M cache table retrieval system 430 stores the same cache entry as in th e first embodiment but operates 
in LPM retrieval method which is different from the mask matching retrieval of the first embodiment. In the mask match- 
ing retrieval of the first embodiment, when a plurality of matching entries are found, any one of the found entries is 
obtained as a result of the mask matching retrieval. In the other hand, according to the LPM retrieval, an entry having 
the maximum length of consecutive 1 s from the uppermost bit to lower bits In the mask bit string is obtained as a result 
45 of the LPM retrieval. 

[0181] However, in the first embodiment, registration is not made so that a plurality of matching entries are found. 
Therefore, a transmission interface number obtained by the LPM cache table retrieval system 430 of the fourth em- 
bodiment will be identical to that obtained by the mask-cache table retrieval system 1 30 of the first embodiment. There- 
fore the same reason as the first embodiment can be applied to the fourth embodiment. According to the fourth em- 
50 bodiment. a proper transmission interface number can be also determined even when a hit is found in the LPM cache 
table 

[01 82] The restriction condition for a resident entry In the fourth embodiment is different from that in the first embod- 
iment because their cache retrieval methods are different. The restriction condition in the first embodiment is that, when 
there is another entry included in an entry hit by the forwarding table retrieval, an entry to be registered never include 
ss any one thereof. 

[0183] However, in the fourth embodiment, since a LPM-retrievable cache is employed, the restriction condition in 
the first embodiment is the same as in the second embodiment. That is. the restriction condition is that as for entries 
in the forwarding table always registered in the cache, the forwarding table entries corresponding to all the nodes under 
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addSss of the address 3. An address set of an entry which can be resident .s. for example, (address 2. address 3). 
(address 1 , address 2. address 3. address 6). (address 4) or the like. 

FIFTH EMBODIMENT 

r018S] Fig 26 is a diagram of a route determining system according to a fifth embodiment of the present invention, 
where ckeS blocks simL to those previousiy described with reference to Figs. 2. 22. and 24 are denoted by the same 
reference numerals and the details thereof are omitted. «^ ♦ ■ 

[01 86] More specifically, the forwarding tabie retrieval system 300 in Fig. 26 is the same as ™" F, £J 
system 120 and the cache registration system 140 in Fig. 26 are the same as those in F.g. 2. The LPM cache table 
is retrieval system 430 In Fig. 26 is the same as that In Fig. 24: , DlJ ,„ Q ^u^ 
[o W] An operation of the fifth embodiment is the same as that of the third embodiment except for the LPM cache 

foTesr'HereTwnrbe^described that, according to the fifth embodiment, even when a hit is found in the LPM cache 
table a proper transmission interface number can be determined. 

20 [0189] According to the fifth embodiment, as for a set of prefix bit string, mask bit string, and transm.ss.on interlace 
number the LPM cache table retrieval system 430 stores the same cache entry as In the third embodiment but operates 
in LPM retrieval method which is different from the mask matching retrieval of the first embodiment. In the mask match- 
ing retrieval of the first embodiment, when a plurality of matching entries are found, any one of the found entries is 
obtained as a result of the mask matching retrieval. In the other hand, according to the LPM retrieval, an entry having 

2S the maximum length of consecutive 1s from the uppermost bit to lower bits in the mask bit string is obtained as a result 

of the LPM retrieval. . . 

[0190] However, in the third embodiment, registration is not made so that a plurality of matching entries are found. 
Therefore, a transmission Interface number obtained by the LPM cache table retrieval system 430 of the fifth .embod- 
iment will be identical to that obtained by the mask-cache table retrieval system 1 30 of the third embod.ment. Therefore. 
30 the same reason as the third embodiment can be applied to the fifth embodiment. According to the fifth embodiment, 
a proper transmission interface number can be also determined even when a hit is found in the LPM cache table 
[0191] The restriction condition for a resident entry in the fifth embodiment is different from that in the third embod- 
iment because their cache retrieval methods are different. The restriction condition in the third embodiment is that, 
when there is another entry included in an entry hit by the forwarding table retrieval, an entry to be registered never 

3S include any one thereof. • . . . . . . 

[01 921 However, in the fifth embodiment, since a LPM-retrievable cache is employed, the restnct.on condition In the 
fourth embodiment is the same as in the second embodiment. That is. the restriction condition is that as for entries in 
the forwarding table always registered In the cache, the forwarding table entries corresponding to all the nodes under 
corresponding tree node (child nodes) need to be also registered. _,.._.„_ 
[0193] For example, it is assumed that the forwarding table is as shown in Fig. 43. In this case, in order that the entry 
of address 2 is resident, it is necessary for the entry of address 3to be also resident because a set of network addresses 
indicated by the destination address of the address 2 includes a set of network addresses indicated by the destination 
address of the address 3. An address set of an entry which can be resident is. for example, (address 2. address 3). 
(address 1 . address 2, address 3. address 6). (address 4) and the like. 

0194] Fig. 44 shows an example of circuit configuration which can Implement the above embod.ments. A computer 
1001 having a cache memory therein is connected to a memory 1002. The memory 1002 may be a magnetic/optical 
disk, a semiconductor memory, or other recording medium. The memory 1002 stores a program which can run on the 
computer 1001 so that the computer 1 001 functions as a route determining system for use in a router. 
[0195] For example, the first embodiment is constructed by the computer 1001 controlled according to a first program 
so stored in the memory 1002. More specifically, on the computer 1001 . the forwarding table retrieval system 100. the 
control system 120. the mask-cache table retrieval system 130. and the cache registration system 140 are created 
and operated as described above by executing the first program. 

[0196] The second embodiment is constructed by the computer 1001 controlled according to a second program 
stored in the memoiy 1002. More specific^, on the computer 1001. the forwarding table retr.eyal system 200. the 
control system 220. the LPM cache table retrieval system 230. and the LPM cache registration system 240 are created 
and operated as described above by executing the second program. 

[0197] The third embodiment is constructed by the computer 1 001 controlled according to a th rd program, stored » 
the memory 1002. More specifically, on the computer 1001. the forwarding table retrieval system 300. the control 



40 



4S 



55 



21 



1411033287 (^gU£$S : -&§g-£l8) 



" 1 " EP 1 035 687 A2 

system 1 20. the mask-cache table retrieval system 1 30. and the cache registration system 1 40 are created and oper- 

fited as described above by executing the third program. 

mi98] TnT ourth embodiment Is constructed by the computer 1 001 controlled according to a fourth I£gnn md 
n the manE* 1002. More specifically, on the computer 1001. the forwarding table retrieval system 100. 

S^S^^ 1001 controlled according to a fi «h P^J-J 

he memory 1002. More specifically, on the computer 1001. the forwarding table retneval system 300. the con tool 
systemT^O^the LPM cache table retrieval system 430, and the cache registration system 1 40 are created and operated 

70 as described above by executing the fifth program. 
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CONCLUSiON 

TMOOl As described above, a router with a cache according to the present invention is provided with a cache allowing 
matching with different mask for each entry or allowing longest prefix matching. Therefore, a cache entry allowing a 
olurality of destination addresses to be hit can be registered in the cache, resulting in increased cache hrt probability 
[0201] In the case of 8-blt network address, for example, assuming that the forwarding table stores two entries: 
10110000/4:1 and 00000000/0:3. which are defined as shown in the following table I. 

TABLE I 



so 



55 



Destination (prefix bit string / prefix length) 


Transmission interface number 


10110000/4 


1 


00000000 /0 


3 



[0202] Consider that a packet having destination address "1 0110001 • arrives at first and thereafter sixteen packets 
having destination addresses •10110000* through "11011111" arrive sequentially, resulting in a total of seventeen pack- 
ets arriving at the router. 

[0203] When the first packet having destination address "10110001" arrives, the router with a cache which allows 
matching with different mask for each entry or allows longest prefix matching according to the present invention registers 
the cache entry: 10110000/11110000:1. which is defined as shown in the following table II. 

TABLE II 



Destination (prefix bit string / mask bit string) 


Transmission interface number 


10110000/11110000 


1 



[0204] In contrast, according to the prior art. the cache entry 10110001:1 (destination : transmission interface number) 
is registered into the cache. Therefore, when sequentially receiving the subsequent sixteen packets having destination 
addresses "10110000" through "11011111". only one destination address "10110001" is hit in the cache, resulting in 
cache hit probability of 1/17. . 
[0205] According to the present invention, when sequentially receiving the subsequent sixteen packets having des- 
tination addresses "10110000" through "11011111", all the destination addresses of the sixteen packets are hit in the 
cache, resulting in remarkably high cache hit probability of 16/17. Therefore, the router according to the present in- 
vention increases in cache hit probability by a factor o(16. 

r02061 Further, according to the present invention, a router with a cache allows a circuit area of the router to be 
reduced by decreasing the capacity of the cache without decreasing the cache hit probability of the cache because a 
cache entry allowing a plurality of destination addresses to be hit can be registered in the cache. -Mow spec J^JJ* « 
the above example, when the seventeen packets have passed through, only one cache entry 10110000/11110000:1 
is registered in the cache because all the destination addresses of the sixteen packets are hit by the one cache entry 

r02071 Ca< ln contrast, according to the prior art, when the seventeen packets have passed through, sixteen cache entries 
of destination addresses "10110000" through "11011111" are stored in the cache, increasing in occupied memory by 
a factor of 16. 
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Claims 

1 A routerfor determining a forwarding direction of a received packet by referring to a cache table and a forwarding 
table depending on a destination address of the received packet, comprising: 

5 a forwarding table retriever for retrlevably storing a plurality of entries; 

a cache table retriever for retrlevably storing a plurality of cache entries, the cache table retriever capable of 
retrieval using a different mask for each cache entry; 

a cache address determiner for determining a cache address at which a cache entry is registered; and 
io a cache prefix length determiner for determining a cache prefix length as a length of upper bits of the destinat.cn 

address of the received packet which are not masked by a corresponding mask. 

2. The router according to claim 1 . wherein the cache prefix length determiner determines a maximum cache prefix 
length based on cache entries. 

' 5 3. The router according to claim 1 . wherein the cache prefix length determiner determines an optimum cache prefix 

length based on cache entries. 

4. A router for determining a forwarding direction of a received packet depending on a destination address of the 
20 received packet, comprising: 

a forwarding table for retrlevably storing a plurality of entries each including a pair of prefix information and 

forwarding direction information; . 

a cache table for retrievably storing a plurality of cache entries each including a pair of cache prefix information 

25 and forwarding direction information; 

a cache prefix length determiner for determining a cache prefix length of cache prefix Information of a cache 
entry to be registered into the cache table based on the plurality of entries stored in the forwarding table; and 
a cache registration controller for registering the cache entry into the cache table when no hit is foundin the 
cache table but in the forwarding table, wherein the cache prefix information of the cache entry is produced 

30 by combining the cache prefix length and the destination address of the received packet. 

S The router according to claim 4. wherein cache prefix length determiner determines a maximum cache prefix 
length of cache prefix information of a cache entry to be registered into the cache table. 



35 6. The router according to claim 5, further comprising: 

a cache table retriever for retrieving a cache entry from the cache table using the destination address of the 
received packet as a retrieval key, wherein a retrieved cache entry has cache prefix .nforrmtlon matching the 
destination address of the received packet restricted by the maximum cache prefix length, and wherein rf a 

40 retrieved cache entry is found, then the forwarding direction information of the retrieved cache entry is used 

to determine the forwarding direction of the received packet; and „,«„.. „# 

a forwarding table retriever for retrieving a entry from the forwarding table using the dest.nat.on address of 
the received packet as a retrieval key when no hit is lound in the cache table, wherein rf a retrieved entry is 
found, then the forwarding direction information of the retrieved entry is used to determine the. forwarding 

4S direction of the received packet. 

7. The router according to claim 6. wherein the forwarding table retriever performs longest prefix match (LPM) 
retrieval. 

so 8 The router according to claim 4, wherein cache prefix length determiner determines an optimum cache prefix 

length of cache prefix information of a cache entry to be registered into the cache table. 

9. The router according to claim 8, further comprising: 

ss a cache table retriever tor retrieving a cache entry from the cache table using the destination address of the 

receded packetas a retrieval key. wherein a retrieved cache entry has cache prefix Information matching the 
desSo Address of the received packet restricted by the optimum cache prefix length, and where* if a 
Sed cache entry is found, then the forwarding direction information of the retrieved cache entry ,s use d> 
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to determine the forwarding direction of the received packet; and ^ a . . 4 

afoZZZ table retrieve? for retrieving a entry trom the forwarding table using the destination address of 
?he Sved packet as a retrieval key in no hit is found in the cache table, where*, ,f a re tneved entry Is 
founTmen £ forwarding direction information of the retrieved entry is used to determine the forwarding 

direction of the received packet. 

10. The router according to claim 9, wherein the forwarding table retriever performs longest prefix match (LPM) 
retrieval. 

11 . A router for determining a forwarding direction of a received packet by referring to a cache table and a forwarding 
table depending on a destination address of the received packet, comprising: 

a forwarding table retriever for retrievably storing a plurality of entries; 

a cache table retriever for retrievably storing a plurality of cache entries, the cache table retriever capable of 
75 longest prefix match (LPM) retrieval; ' 

a cache address determiner for determining a cache address at which a cache entry is registered; and 
a table manager for managing the forwarding table In form of tree topology to determine which entry Is to be 
registered into the cache table and to be deleted from the cache table based on a result of retrieval on the 
forwarding table. 

20 

12. A router for determining a forwarding direction of a received packet depending on a destination address of the 
received packet, comprising: 

a cache table for retrievably storing a plurality of cache entries each including a pair of cache prefix information 
25 and forwarding direction information; 

a forwarding table for retrievably storing a plurality of entries each including a pair of prefix information and 
forwarding direction information; 

an LPM cache table retriever for retrieving a cache entry from the cache table by longest prefix match (LPM) 
retrieval using the destination address of the received packet as a retrieval key wherein if a retrieved cache 
30 entry is found, then the forwarding direction information of the retrieved cache entry is used to determine the 

forwarding direction of the received packet; 

a forwarding table retriever for retrieving a entry from the forwarding table using the destination address of 
the received packet as a retrieval key when no hit is found in the cache table, wherein if a retrieved entry is 
found, then the forwarding direction information of the retrieved entry is used to determine the forwarding 
35 direction of the received packet; and 

an LPM cache registration controller controlling such that 

when a hit is found in the forwarding table, hit-entry information and included-entry information are regis- 
tered into different unused cache entries, respectively, wherein the hit entry information is information 
registered in an entry hit by the forwarding table retriever and the included-entry information is information 
registered in an entry whose prefix information indicates a set of network addresses which is included in 
a set of network addresses indicated by prefix information of the hit entry, and 

when an unused entry is created in the LPM cache table, a predetermined algorithm is used to make a 
first in-use entry unused and further a second in-use entry is made unused, wherein the second in-use 
entry is an entry whose prefix information indicates a set of network addresses which includes a set of 
network addresses indicated by prefix information of the first in-use entry which has been made unused. 

1 3. The router according to claim 1 2. wherein the predetermined algorithm is LRU (Least Recently Used) algorithm. 

so 1 4. The router according to claim 1 2, wherein the forwarding table retriever performs longest prefix match (LPM) 

retrieval. 

1 5. A router for determining a forwarding direction of a received packet by referring to a cache table and a forwarding 
table depending on a destination address of the received packet, comprising: 
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a forwarding table retriever for retrievably storing a plurality of entries; 

a cache table retriever for retrievably storing a plurality of cache entries, the cache table retriever capable of 
longest prefix match (LPM) retrieval; 
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a cache address determiner for determining a cache address at which a cache entry Is registered; and 

a cache prefix length determiner for determining a cache prefix length used when registering the destination 

address of the received packet into the cache table. 

5 16. The router according to claim 15, wherein the cache prefix length determiner determines a maximum cache 

prefix length based on cache entries. 

17. The router according to claim 15, wherein the cache prefix length determiner determines an optimum cache 
prefix length based on based on cache entries. 

10 1 8. A router for determining a forwarding direction of a received packet depending on a destination address of the 

received packet, comprising: 

a forwarding table for retrievably storing a plurality of entries each including a pair of prefix information and 
1$ forwarding direction information; 

a cache table for retrievably storing a plurality of cache entries each including a pair of cache prefix information 
and forwarding direction information; 

a cache prefix length determiner for determining a cache prefix length of cache prefix information of a cache 
entry to be registered into the cache table for each entry of the forwarding table based on the plurality of entries 

20 stored in the forwarding table; 

an LPM cache table retriever for retrieving a cache entry from the cache table using the destination address 
of the received packet as a retrieval key, wherein a retrieved cache entry has cache prefix information matching 
the destination address of the received packet restricted by the cache prefix length, and wherein if a retrieved 
cache entry is found, then the forwarding direction information of the retrieved cache entry is used to determine 

25 the forwarding direction of the received packet; and 

a forwarding table retriever for retrieving a entry from the forwarding table using the destination address of 
the received packet as a retrieval key when no hit is found in the cache table, wherein if a retrieved entry is 
found, then the forwarding direction information of the retrieved entry is used to determine, the forwarding 
direction of the received packet. 
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19. The router according to claim 18, wherein the cache prefix length determiner determines a maximum cache 
prefix length of cache prefix information of a cache entry to be registered into the cache table. 

20. The router according to claim 18, wherein cache prefix length determiner determines an optimum cache prefix 
35 length of cache prefix information of a cache entry to be registered into the cache table. 

21. The router according to claim 1 , wherein a cache address area storing cache addresses of the cache table is 
divided into a resident area and an update area, wherein the cache address determiner determines a cache address 
at which a cache entry is registered into the cache table, from cache addresses stored in the update area. 

40 

23. The router according to claim 4, wherein a cache address area storing cache addresses of the cache table is 
divided into a resident area and an update area, wherein the cache registration controller determines a cache 
address at which the cache entry is registered into the cache table, from cache addresses stored in the update area. 

45 24 The router according to claim 12, wherein a cache address area storing cache addresses of the cache table 

is divided into a resident area and an update area, wherein the LPM cache registration controller determines a 
cache address at which the cache entry is registered into the cache table, from cache addresses stored in the 
update area. 

so 25. A method for determining a forwarding direction of a received packet in a router by referring to a cache table 

and a forwarding table depending on a destination address of the received packet, comprising the steps of: 

retrievably storing a plurality of entries in the forwarding table; 

retrievably storing a plurality of cache entries in the cache table such that the cache table is searched using 
ss a different mask for each cache entry; 

a cache address determiner for determining a cache address at which a cache entry is registered; and 

a cache prefix length determiner for determining acache prefix length as a length of upper bits of the destination 

address of the received packet which are not masked by a corresponding mask. 
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26 A method for determining a forwarding/direction of a received packet in a router by referring to a cache table 
and a forwarding table depending on a destination address of the received packet, wherein the forwarding table 
is capable of retrievably storing a plurality of entries each including a pair of prefix information and forwarding 
direction information and the cache table is capable of retrievably storing a plurality of cache entries each including 

s a pair of cache prefix information and forwarding direction information, comprising the steps of: 

determining a cache prefix length of cache prefix information of a cache entry to be registered into the cache 
table based on the plurality of entries stored In the forwarding table; and 

registering the cache entry into the cache table when no hit is found in the cache table but In the forwarding 
io table, wherein the cache prefix information of the cache entry Is produced by combining the cache prefix length 

and the destination address of the received packet. 

27 A method for determining a forwarding direction of a received packet in a router by referring to a cache table 
and a forwarding table depending on a destination address of the received packet, comprising the steps of: 

75 

retrievably storing a plurality of entries in the forwarding table; 

retrievably storing a plurality of cache entries in the cache table such that the cache table is searched by 
longest prefix match (LPM) retrieval; 

determining a cache address at which a cache entry is registered; and 
20 managing the forwarding table in form of tree topology to determine which entry is to be registered into the 

cache table and to be deleted from the cache table based on a result of retrieval on the forwarding table. 

28 A method for determining a forwarding direction of a received packet in a router by referring to a cache table 
and a forwarding table depending on a destination address of the received packet, wherein the forwarding table 

25 Is capable of retrievably storing a plurality of entries each including a pair of prefix information and forwarding 

direction information and the cache table is capable of retrievably storing a plurality of cache entries each including 
a pair of cache prefix information and forwarding direction information, comprising the steps of: 

retrieving a cache entry from the cache table by longest prefix match (LPM) retrieval using the destination 
30 address of the received packet as a retrieval key, wherein if a retrieved cache entry is found, then the forwarding 

direction information of the retrieved cache entry is used to determine the forwarding direction of the received 

retrieving a entry from the forwarding table using the destination address of the received packet as a retrieval 
key when no hit is found in the cache table, wherein if a retrieved entry is found, then the forwarding direction 

35 information of the retrieved entry is used to determine the forwarding direction of the received packet; 

when a hit is found in the forwarding table, registering hit-entry information and included-entry information into 
different unused cache entries, respectively, wherein the hit entry information is information registered in an 
entry hit by the forwarding table retriever and the included-entry information is information-registered in an 
entry whose prefix information indicates a set of network addresses which is included in a set of network 

40 addresses indicated by prefix Information of the hit entry; and 

when an unused entry is created in the LPM cache table, making a first In-use entry unused using a prede- 
termined algorithm; and 

making a second in-use entry unused, wherein the second In-use entry is an entry whose prefix information 
indicates a set of network addresses which includes a set of network addresses indicated by prefix Information 
45 of the first in-use entry which has been made unused. 

29 A method for determining a forwarding direction of a received packet in a router by referring to a cache table 
and a forwarding table depending on a destination address of the received packet, comprising the steps of: 

so retrievably storing a plurality of entries In the forwarding table; 

retrievably storing a plurality of cache entries in the a cache table such that the cache table is searched using 
longest prefix match (LPM) retrieval; 

determining a cache address at which a cache entry is registered; and 

determining a cache prefix length used when registering the destination address of the received packet into 
ss the cache table. 

30. A method for determining a forwarding direction of a received packet In a router by referring to a cache table 
and a forwarding table depending on a destination address of the received packet, wherein the forwarding table 
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is capable of retrievably storing a plurality 1 of entries each Including a pair of prefix information and forwarding 
direction information and the cache table is capable of retrievably storing a plurality of cache entries each including 
a pair of cache prefix information and forwarding direction information, comprising the steps of: 

s determining a cache prefix length of cache prefix information of a cache entry to be registered into the cache 

table for each entry of the forwarding table based on the plurality of entries stored in the forwarding table; 
retrieving a cache entry from the cache table using the destination address of the received packet as a retrieval 
key wherein a retrieved cache entry has cache prefix information matching the destination address of the 
received packet restricted by the cache prefix length, and wherein if a retrieved cache entry is found, then the 

10 forwarding direction information of the retrieved cache entry is used to determine the forwarding direction of 

the received packet; and 

retrieving an entry from the forwarding table using the destination address of the received packet as a retrieval 
key when no hit Is found in the cache table, wherein if a retrieved entry is found, then the forwarding direction 
information of the retrieved entry is used to determine the forwarding direction of the received packet. 

15 31 A storage medium storing a computer program which causes a computer of a router to determining a forwarding 

direction of a received packet by referring to a cache table and a forwarding table depending on a destination 
address of the received packet, the computer program comprising the steps of: 

20 retrievably storing a plurality of entries in the forwarding table; 

retrievably storing a plurality of cache entries in the cache table such that the cache table is searched using 
a different mask for each cache entry; 

determining a cache address at which a cache entry Is registered; and 

determining a cache prefix length as a length of upper bits of the destination address of the received packet 
25 which are not masked by a corresponding mask. 

32 A storage medium storing a computer program which causes a computer of a router to determining a forwarding 
direction of a received packet depending on a destination address of the received packet, comprising the steps of: 

30 retrievably storing a plurality of cache entries each including a pair of cache prefix information and forwarding 

direction information in a cache table; 

retrievably storing a plurality of entries each including a pair of prefix information and forwardmg direction 
information in a forwarding table; 

retrieving a cache entry from the cache table by longest prefix match (LPM) retrieval using the destination 
3S address of the received packet as a retrieval key. wherein if a retrieved cache entry is found, then the forwarding 

direction information of the retrieved cache entry is used to determine the forwarding direction of the received 

ESrievirig a entry from the forwarding table using the destination address of the received packet as a retrieval 
key when no hit is found in the cache table, wherein if a retrieved entry is found, then the forwarding direction 

40 information of the retrieved entry is used to determine the forwarding direction of the received packe ; 

when a hit is found in the forwarding table, registering hit-entry information and included-entry information into 
different unused cache entries, respectively, wherein the hit entry information Is information registered n an 
entry hit by the forwarding table retriever and the included-entry information is information registered In an 
entiy whose prefix information indicates a set of network addresses which is included in a set of network 

46 addresses indicated by prefix Information of the hit entry; and 

when an unused entry is created in the LPM cache table, making a first in-use entry unused using a prede- 

mSnTa^dru n se entry unused, wherein the second in-use entry is an entry whose prefix information 
indicates a set of network addresses which Includes a set of network addresses indicated by prefix information 
so of the first in-use entry which has been made unused. 

33.Astorage medium storing a computer program which causes a computer of a router to dete^ 

direction of a received packet by referring to a cache table and a forwarding table depending on a destination 

address of the received packet, the computer program compnslng the steps of. 

retrievably storing a plurality of entries in the forwarding table; ^ . ^ , , ^ kl 

retrievably storing a plurality of cache entries in the a cache table such that the cache table .s searched by 
longest prefix match (LPM) retrieval; 
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determining a cache address at which a cache entry is registered; and 

determining a cache prefix length used when registering the destination address of the received packet into 
the cache table. 

s 34. A storage medium storing a computer program which causes a computer of a router to determining a forwarding 

direction of a received packet by referring to a cache table and a forwarding table depending on a destination 
address of the received packet, the computer program comprising the steps of: 

retrievably storing a plurality of entries each including a pair of prefix information and forwarding direction 
10 information in a forwarding table; 

retrievably storing a plurality of cache entries each including a pair of cache prefix information and forwarding 
direction information in a cache table; 

determining a cache prefix length of cache prefix information of a cache entry to be registered into the cache 
table for each entry of the forwarding table based on the plurality of entries stored in the forwarding table; 

, 5 retrieving a cache entry from the cache table using the destination address of the received packet as a retrieval 

key, wherein a retrieved cache entry has cache prefix information matching the destination address of the 
received packet restricted by the cache prefix length, and wherein if a retrieved cache entry is found, then the 
forwarding direction information of the retrieved cache entry is used to determine the forwarding direction of 
the received packet; and . 

20 retrieving an entry from the forwarding table using the destination address of the received packet as a retrieval 

key when no hit Is found in the cache table, wherein if a retrieved entry is found, then the forwarding direction 
Information of the retrieved entry Is used to determine the forwarding direction of the received packet. 
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1411033287 (2:§S£rS : fiBa&ffi) 

' ' ' ' EP 1 035 687 A2 



FIG. 28 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(1 0. 0. 0. 0/8) 


1 


2 


(10. 2. 0. 0/16) 


2 


3 


(1 0. 2. 3. 0/24) 


3 


4 


(20. 0. 0. 0/8) 


4 


5 


(0. 0. 0. 0/0) 


5 


6 


(10. 1. 2. 0/18) 


6 
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1411033287 <-&§PJ^$& : ^H£r*a> 
• * 



EP 1 035 687 A2 



FIG. 29 



ADDRESS 


DESTINATION 
HELD 


TRANSMISSION 
INTERFACE 
NUMBER 


REGISTRATION 
PREFIX LENGTH 


RESIDENT 
FLAG 


1 


(10. 0. 0. 0/8) 


1 


24 


0 


2 


(10. 2. 0. 0/16) 


2 


24 


0 


3 


(10. 2. 3. 0/24) 


3 


24 


0 


4 


(20. 0. 0. 0/8) 


4 


8 


1 


5 


(0. 0. 0. 0/0) 


5 


24 


0 


6 


(10. 1.2. 0/18) 


6 


18 


0 
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1411033287 tt&g&m : Affirm) 

■It ^^^^w 

• ' • ' EP 1 035 687 A2 



FIG. 30 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


NO ENTRY 




2 


NO ENTRY 




3 


NO ENTRY 




4 


(20. 0. 0. 0/255. 0. 0. 0) 


4 
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1411033287 (2:&3^f8 : 

' ' • * EP 1 035 687 A2 



FIG. 31 



ADDRESS 


DESTINATION 
HELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(10. 5. 1. 0/255. 255. 255. 0) 


1 


2 


NO ENTRY 




3 


NO ENTRY 




4 


(20. 0. 0. 0/255. 0. 0. 0) 


4 
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1411033287 (2:§32r$a : &§32r$a) 



FIG. 32 



ADDRESS 


DESTINATION 
HELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(10.5.1.0/255. 255. 255. 0) 


1 


2 


(10. 2. 3. 0/255. 255. 255. 0) 


3 


3 


NO ENTRY 




4 


(20. 0. 0.0/255. 0. 0. 0) 


4 




EP 1 035 687 A2 
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1411033287 : -fi^^SS) 

' * 1 ' EP 1 035 687 A2 



FIG. 33 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(10. 5. 1.0/255. 255. 255.0) 


1 


2 


(10. 2. 3. 0/255. 255. 255. 0) 


3 


3 


(1.1.1.0/255. 255. 255. 0) 


5 


4 


(20. 0. 0. 0/255. 0. 0. 0) 


4 
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1411033287 (2rBJ^S8 : £§S£$S) 

' * 1 ' ' EP 1 035 687 A2 



FIG. 34 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(10. 0. 0. 0/8) 


1 


2 


(10. 2. 0. 0/16) 


2 


3 


(10.2. 3. 0/24) 


3 


4 


(20. 0. 0. 0/8) 


4 


5 


(0. 0. 0. 0/0) 


5 


6 


(10. 1. 2. 0/18) 


6 
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: Kmzm 




EP 1 035 687 A2 



FIG. 35 



ADDRESS 


PREFIX BIT STRING 


MASK BIT STRING 


1 


10100000 


11100000 


2 


11010000 


11110000 


3 


11000000 


11110000 


4 


11011000 


11111000 
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1411033287 (<£^2r$a : 

• ' • " EP 1 035 687 A2 



FIG. 36 



ADDRESS 


nFSTINATION 
HELD 


TRANSMISSION 
INTERFACE NUMBER 


I 




1 n 
I u 


2 


(10. 2. 0. 0/16) 


20 


3 


(10. 2. 3. 0/24) 


30 


4 


(20. 0. 0. 0/8) 


40 


5 


(0. 0. 0. 0/0) 


50 


6 


(10.1.2.0/24) 


60 


7 


(30. 0. 0. 0/8) 


70 
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1411033287 (<£§S£r$g : £rgH2rfg) 

EP1 035 687 A2 



FIG. 37 



a nnDCcc 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE 
NUMBER 


POINTER 
TO 

TREE NODE 


1 
I 


fin n n 0/8") 

\ I W« \Jm \Jm \Jf \jj 


10 


1 

I 


2 


(10. 2. 0. 0/16) 


20 


2 


3 


(10. 2. 3. 0/24) 


30 


3 


4 


(20. 0. 0. 0/8) 


40 


4 


5 


(0. 0. 0. 0/0) 


50 


5 


6 


(10.1.2.0/24) 


60 


6 


7 


(30. 0. 0. 0/8) 


70 


7 
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1411033287 (&§a£r$S : Affl&m) 

' • ' EP 1 035 687 A2 



FIG. 38 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE 
NUMBER 


POINTER TO 
TREE NODE 


1 


NO ENTRY 






2 


NO ENTRY 






3 


NO ENTRY 






4 


NO ENTRY 






5 


(30. 0. 0. 0/8) 


70 


7 
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1411033287 (2^2r?g : Affirm 



EP 1 035 687 A2 



FIG. 39 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE 
NUMBER 


POINTER 
TO 

TREE NODE 


1 


(10. 0. 0. 0/255. 0. 0. 0) 


10 


1 


2 


(10. 1.2. 0/255. 255. 255.0) 


60 


6 


3 


(10.2. 0.0/255.255. 0.0) 


20 


2 


4 


(10. 2. 3.0/255. 255.255. 0) 


30 


3 


5 


(30. 0. 0. 0/255. 0. 0. 0) 


70 


7 
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1411033287 ^m^Wi : 2fB3£S) 

' EP 1 035 687 A2 



FIG. 40 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE 
NUMBER 


POINTER 
TO 
TREE NODE 


1 


NO ENTRY 






2 


(10. 1.2. 0/255. 255. 255.0) 


60 


6 


3 


NO ENTRY 






4 


NO ENTRY 






5 


(30. 0. 0. 0/255. 0. 0. 0) 


70 


7 
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1411033287 (£rBH^$8 : ^§32^5) 



FIG. 41 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE 
NUMBER 


POINTER 
TO 

TREE NODE 


1 


(20.0.0.0/255.0.0.0) 


40 


4 


2 


(10. 1.2.0/255. 255. 255.0) 


60 


6 


3 


NO ENTRY 






4 


NO ENTRY 






5 


(30. 0. 0. 0/255. 0. 0. 0) 


70 


7 




EP 1 035 687 A2 
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1411033287 : 2:H2:?8) 

' * EP 1 035 687 A2 



FIG. 42 



ADDRESS 


DESTINATION 
HELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(10. 0. 0. 0/8) 


1 


2 


(10. 2. 0. 0/16) 


2 


3 


(10. 2. 3. 0/24) 


3 


4 


(20. 0. 0. 0/8) 


4 


5 


(0. 0. 0. 0/0) 


5 


6 


(10. 1. 2. 0/18) 


6 
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EP 1 035 687 A2 



FIG. 43 



ADDRESS 


DESTINATION 
FIELD 


TRANSMISSION 
INTERFACE NUMBER 


1 


(10. 0. 0. 0/8) 


1 


2 


(10. 2. 0. 0/16) 


2 


3 


(10. 2. 3. 0/24) 


3 


4 


(20. 0. 0. 0/8) 


4 


5 


(0. 0. 0. 0/0) 


5 


6 


(10. 1. 2. 0/18) 


6 
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1411033287 (^SafifS : 

• * EP 1 035 687 A2 



FIG. 44 







y 


1001 


COMPUTER 






/ 


1002 




MEMORY 





72 



